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1.OBIIAS XAPAKTEPUCTUKA PABOYEN ITPOT'PAMMBI

YUYEBHOU JAUCHUILINUHBI «OI1.05 OCHOBBI THO®OPMAIIMOHHOM
BE3OITACHOCTW»

1.1. MecTo AUCHUNJIMHBI B CTPYKTYP€e OCHOBHOI 00pa30BaTe/ibHOI POrpaMMbI:

VYyeonas aucrummHa «OI1.05. OcHOBBI MHGOPMAIIMOHHONH OE30MAaCHOCTHY SIBIISICTCS
o0s3aTenpHOM 4YacThio obmieoOpaszoBarenbHoro mukina OILO0 mporpamMMmbel  HOArOTOBKU
CIIELIMAIMCTOB cpeaHero 3seHa B cooTBercTBUM ¢ PI'OC CIIO

no crneuuanbHoctu: 09.02.11 Pa3paboTka u ynpaBieHHe MPOrpaMMHBIM OOecrieueHHEM

YKpYNHEHHON rpynmnbl  cnenranbHocTeil: 09.00.00 Hudopmatika W BBIYHCIUTEIbHAS
TCXHHUKA.

Ocoboe 3HavYeHHWE MUCHMIUIMHA HWMEEeT Nph (POPMUPOBAHUM W PA3BUTHH OOIIUX
komnetermmii (OK 01, OK 02, OK 05, OK 09), npodeccuonanbupix kommerenmii (IIK 1.5) B
coorBercTBUU ¢ DPI'OC CIIO u 1eneBbIXx OPUEHTUPOB BOCIUTAHUS B COOTBETCTBHHM C
[Iporpammoi BoCIIUTaHUS.



1.2. IIe.m: H IINIAHUPYEMBIC PE3YJIbTAThI OCBOCHUSA NTUCHUILIMHDBI:

B pamkax nporpammbl yueOHOM JUCIUTUIMHBI 00y4YarOIMMUCS OCcBauBatoTCa yMeHus u 3HaHus B cootBeTcTBUU ¢ ®I'OC u ITIOOII. OcBoenue

COACPIKAHU A yqeGHoﬁ JUCHUITIIMHBI obOecreynuBaeT JOCTHIKCHHC O6y‘laIOHlI/IMPICH LEJICBBIX OPUCHTUPOB BOCIIUTAHUA.

Koa u popmyauposka
(bopmy.up YMmenusi, 3HAaHUA esieBble OPUEHTHPBI BOCIUTAHUS
KOMIIeTeH M
OK 01. BeiOupatb crioco0bl | Ymenus: IIpodeccnoHaIbHO-TPYA0BOE BOCIIUTAHHUE
peHICHM:A 3ama4 | - OCYILECTBIIATH texuudeckoe | [loHnMaromuii  npodeccnoHaIbHBIE WACalbl W [EHHOCTH,
npogeccnonanbHOH COIPOBOXICHHE, COXpaHCHHE U | yBaKaloIMi TPy, Pe3yIbTaThl TPY/Aa, TPYAOBBIE JOCTHKECHHUS
eSITEIIbBHOCTH .
A BOCCTAHOBJICHHC Gazpr AQHHBIX | nocemiickoro  Hapoda, TPYAOBble M NpOeCCUOHAIBHBIE
[IPUMCHUTEIIBHO K | uH()OPMAIIMOHHON CUCTEMBI;
JIOCTHDKCHHUSI CBOMX 3EMIISIKOB, MX BKJIAJ B Pa3BUTHE CBOETO
pasJIM4HBIM KOHTEKCTaM - COCTaBIIATh ILJIaHbI PE3EPBHOTO
KOTIHPOBAHHS, MOCENeHUs, Kpast, CTPAHBI.
- ONpemelsTh  HMHTEPBANT  PE3ePBHOTO YyacTBylonmii B COIMANBbHO 3HAYUMOM TPYAOBOM U
KOITMPOBAHMS, npodeccHoHaNbHOM JIeATENbHOCTH PAa3HOTO BHUJA B CEMbE,
- opMupoBaTh TpeOOBAHUA K KOHQUTYpallMU | 00pa3oBaTeIbHON OpraHM3alii, Ha 0a3ax MpPOW3BOJCTBEHHOMN
JNIOKANBHBIX ~ KOMIIBIOTEPHBIX — CeTeH M | paKTHKH, B CBOEH MECTHOCTH.
CEpPBEPHOTO0 000PY/IOBaHMS, HEOOXOIUMBIC

s paboTel 0a3 MaHHBIX U CEPBEPOB B
paMKax MOCTaBJICHHOM 3a/1auu;

- pa3pabaTeiBaTh MOJHUTUKY OE30MACHOCTH
SQL cepBepa, 6a3bl JaHHBIX W OTIEIBHBIX
00BEKTOB 0a3bl JaHHBIX.

3uanus:

- HallHOHAJIbHOW M MEXAYHAapOJIHON CHUCTEMBI
CTaHJIaPTHU3AINH U CEePTU(DUKAIINUA U CUCTEMY
o0ecrnieuyeHrs KauecTBa NPOAYKLNH;

- TEPMHHOJIOTHUS M METOABI PE3EPBHOTO
KOITMPOBAHMUSI, BOCCTAHOBJICHHE WH(OpMAIHN
B MH()OPMALIMOHHON CHCTEME;

- TpeOboBaHMs K OE30MacHOCTH cepBepa 0a3bl

Breipaxkaronuii  OCO3HaAHHYIO TOTOBHOCTh K HENPEPHIBHOMY
0o0pa3oBaHMI0O W caMOOOpa30BaHMIO B BBIOpaHHOW cdepe
npodeccuoHaNbHON NeSTENbHOCTH.

[Tonumaromuii  crneunuky  npodeccruoHaIbHO-TPYI0BOM
JEATENIbHOCTH,  PETYJIHMPOBAHMS  TPYAOBBIX  OTHOLIEHUH,
TOTOBBIM  YYUTBCSI WM TPYAUTbCI B COBPEMEHHOM

BBICOKOTEXHOJOTMYHOM MHpE Ha 0maro rocylapcTBa U
o0riecTna.

OpueHTUPOBaHHBI HAa OCO3HAHHOE OCBOCHHE BBIOPAHHOM
chepsl mpodecCHOHATHHOM JEATETFHOCTH C YYETOM JTMYHBIX
KU3HEHHBIX TJIAHOB, MTOTPEOHOCTEHN CBOEH CEMbH, TOCYIapCTBa
1 o0IIecTBa.




JaHHBIX

Obnanmatormmii  cPOPMHUPOBAHHBIMU  TIPEJICTABICHUSIMH O
3HAYEHUH ¥ LEHHOCTH BBIOPaHHOH MpodecCuu, MPOSBIISIONIHIIA
YBaXCHHUE K CBOEH mpodeccun 1 cBoeMy NpohecCHOHATEHOMY
COOOINECTBY, TOAJCPKUBAIOIINN  IO3UTUBHBIA 00pa3 u
MIPECTHX CBOEH mpodeccun B OOIICCTRE.

Paznenstommii  KOpropaTHBHBIE  LIEHHOCTH W MHCCHIO
paboronarend. [lomoraromuii  peanu3oBbIBaTh  CTPATErHIO
KOMITaHHU Ha PBIHKE TPY/Ia.

ObecneunBaromuii COOCTBEHHYIO NESATEIBLHOCTh M JEHCTBUS
NOJYMHEHHBIX TPH BOSHUKHOBEHUH YPE3BBIYANHHBIX CHTYAIHH
TEXHOTCHHOT'O M IPUPOTHOTO XapaKTepa.

JleMOHCTpUpYIOUMH 3HAHUS U YMEHHS B MPOQPECCHOHAIBHOM
JeSTeNbHOCTH, obecnednBaronie 0e3aBapuiiHyl0 paboTy IMpH
WCTIOJTHEHUHW JIOJDKHOCTHBIX OOS3aHHOCTEH W COXpaHEHHS
3JTOPOBBS 1 )KU3HHU YJICHOB KOJUIEKTHBA.

Ymeronuin CaMOCTOSITEIIBHO ONpPENEIATh LEIN
npodeccuoHaNbHOM N1eATENbHOCTH W pa3palaThiBaTh IJIAHBI
JUIS WX JOCTHXKEHHS, OCYIIECTBISATh, KOHTPOJIHPOBATH H
KOPPEKTUPOBATh npodeccruoHanbHY0 JeSITeIEHOCTD,
UCTOJIb30BaTh  pa3pellIeHHble 3aKOHOM BCE  BO3MOJKHBIE
pecypchl JUIsl TOCTHKEHHS TIOCTABJICHHBIX IIEIICH.

Vmeromuii  3PEKTUBHO B3aWMOJICHCTBOBATh, IMPOJYKTUBHO
paboTaTh B cOCTaBe KOJUICKTHBA, C YBAXKEHUEM OTHOCSIIHNACS K
qy)KOMY TPYZY.

LeHHOCTH HAYYHOTO O3HAHUS

JlesiTenbHO  BBIp@XKAIONIMI [MO3HABATEIbHBIE HWHTEPECHl B




pa3HBIX MPEIMETHBIX O0NACTAX C YYETOM CBOMX HHTEPECOB,
CIOCOOHOCTEH,  JTOCTIKEHUM, BBIOPAHHOTO  HAMpaBICHUS
npodeccnoHanbHOro 00pa3oBaHus U MOATOTOBKH.
OOmamaromuii  MpeCcTaBIeHHeM O COBPEMEHHON HaydyHOMH
KapTUHE  MHUpPA,  JOCTHKEHUSAX HAyKH M TEXHHKH,
apryMEHTUPOBAHHO  BBIPAXKAIONMIMKA TMOHMMAHUE 3HAYCHHS
HAayKWd M TEXHOJIOTHM JI pa3BUTUS POCCUUCKOTO 0OIIecTBa U
obecrieueHust ero 6€30MacHOCTH.

JleMOHCTpUpYIOIUH  HABBIKM  KPUTHYECKOTO  MBIIIJICHUS,
ompezieNieHusl TOCTOBEPHOCTH HAy4yHOUW HH(OpPMAIMH, B TOM
yrcie B cgepe mpodhecCuoHaNbHON e TEIbHOCTH.

YMmeromuii BBIOUpATH CHoco0bI peuieHus 3aja4
npodeccCHOHANBHOM ~ NEATENbHOCTH  MPUMEHUTEIBHO K
Pa3TUYHBIM KOHTEKCTaM.

Hcnonp3yromuii COBpEMEHHBIE CPEACTBA MOMCKA, aHajdu3a M
WHTEpIpeTanuu nHpopManuu, THPOPMAIIMOHHBIE TEXHOJIOTHHI
JUTSI BBITIOJIHEHUS 33714 TPO(EeCCUOHATIBHON e TENIbHOCTH.
Pa3BuBaronmuii ¥ TPUMEHSIOMIUA HABBIKM  HAOJIIOJEHUS,
HAKOIUICHUS U CHCTEeMaTH3aluu (PakTOB, OCMBICIIEHHUS OIbITa B
€CTECTBEHHOHAYYHOW W TYMaHUTapHON OO0NacTAX TO3HAHMUS,
MCCIIEIOBATENBCKOM U MpodecCOHANBHOM 1eATeTbHOCTH.
[IposiBasitolIniA CO3HATENHHOE OTHOLIEHUWE K HEMPEPHIBHOMY
00pa3oBaHMIO, KaK yCIOBUIO YCIEIIHON MPO(ECCHOHATBLHON U
00ILIECTBEHHON AEATEIbHOCTH.

Hcnons3ytomuii COBpEMEHHBIE CPEJICTBA MOUCKA, aHalu3a U
JOCTYITHOCTM HAy4HOM UM TNpaKTUYecKoM wuHopmanuu u




OK 02 Hcnonb3oBatk
COBPEMEHHBIC cpencTaa
TIOUCKa, aHaM3a u
UHTEpIIPETAIU

uHpOpMaIN u
nHGOPMAIIMOHHBIE
TEXHOJIOTHU TUTSt
BBITTOJIHEHUS 3a1a4
npodeccroHaTbHOM
JeSITeTbHOCTH

JIUTEPATypHI, UL YCIELIHOTO BBITIOJTHEHMS 3a1a4
npodecCuoHaNbHOM NeSITEIbHOCTH.

OOnanmaromuii TPEACTABICHUEM O COBPEMEHHBIX HAYYHBIX
UCCIIEIOBaHUX, JOCTHKEHUAX HayKH U TEXHUKH,
apryMEHTUPOBAHHO  BBIPAXKAIOIIMK  ITOHMMAaHWE 3HAYCHUS
HayKd W HAHOTEXHOJIOTMHM, I Pa3BUTHS POCCUUCKOU
SKOHOMUKH. Hcnone3yromuii HOBaTOPCTBO B
npodecCuOHaNBHOM NeSITebHOCTH.

IleHHOCTH HAYYHOT0 NO3HAHUSA

JesaTenbHO  BBIpAKAIOLIUN  I103HABATEIbHBIE MHTEPECHl B
pasHbIX IMPEIMETHBIX OOJIACTSAX C Y4ETOM CBOMX HMHTEPECOB,
CHOCOOHOCTEeH,  JAOCTHXKEHMH, BBIOPAHHOIO  HAIPABICHMS
npo¢eCCHOHATBLHOTO 00pa30BaHMsl U OATOTOBKH.
OOnanaromuii  TpeACTaBICHUEM O COBPEMEHHOM HaydyHOU
KapTUHE  MHpa, JIOCTIDKEHUSAX  HAyKh U TEXHHKH,
apryMEHTUPOBAHHO  BBIPAKAIOUIMI [OHUMaHHWE 3HAUYEHUS
HAyKH M TEXHOJIOTMH JJIsl Pa3BUTHUS POCCUICKOT0 OOIIecTBa U
oOecrnieyeHus ero 6e30MacHOCTH.

JleMOHCTpUpYIOIIMK ~ HABBIKM ~ KPUTHUYECKOTO  MBIIUICHNS,
OIpesieieHnsl JOCTOBEPHOCTH HAy4HOHM HHQPOpPMAaLUU, B TOM
yucie B cgepe npodecCHoHaATBHON IeITEeTPHOCTH.

Ymeromui BbIOMpPATh CHOCOOBI perieHns 3a/1a4
npo(ecCHOHATBHOM ~ NeATEeNbHOCTH  NPUMEHHUTENBHO K
Pa3IMYHBIM KOHTEKCTAM.

Hcnonp3yronmii COBpeMEHHBIE CPEJICTBA IIOUCKA, aHalIM3a M
MHTEpIpeTaluu UHpopManuu, UHPOPMAIIMOHHBIE TEXHOJIOTUN




OK 05. OcymecTBisrh
YCTHYHO U  INHCHMEHHYIO
KOMMYHUKAIIIO Ha
rocyJ1apCTBEHHOM A3BIKE
Poccuiickoit ®enepannn ¢
y4ETOM ocoOeHHoCTe!
COLIMAJILHOTO U KYJIBTYpPHOTO
KOHTEKCTa

JUTSI BRITIOJTHEHUS 33124 TPOGECCHOHATBHON JSSITETbHOCTH.
PazBuBaronuii ¥ TPUMEHSIONIMA  HABBIKM  HAOJIOJIECHUS,
HAKOIUICHUS M CUCTEMATH3aIuH (PAaKTOB, OCMBICIICHUS OIBITA B
€CTECTBCHHOHAYYHOW W TYMaHUTAPHOW OOJIACTSAX IO3HAHMS,
HCCIIEIOBATEILCKOM U TPO(hecCHOHAEHOM 1S TeTbHOCTH.
[IposiBIISIIOIINI  CO3HATENBHOE OTHOUIEHHWE K HENPEPHIBHOMY
00pa30BaHMIO, KaK YCIOBHIO YCICITHOW MPOPECCHOHATBHON U
0OIIECTBEHHOM IeATEILHOCTH.

Hcnonp3yromuii COBpEMEHHBIE CPEACTBA IMOUCKA, aHAIN3a U
JOCTYITHOCTM HAayYHOH U TPAKTUYECKOW WHPOpPMAIMHA H
JUTEPaATypHI, JUIA  YCHEIIHOTO BBITIOJTHEHUS 3a1a4
npodhecCuoHaNBHOM NeSITeIbHOCTH.

OObnagaromuii TMPeICTAaBICHHEM O COBPEMEHHBIX Hay4HBIX
HCCIIEIOBAHUSX, JOCTHKEHUSX HayKH U TEXHHKH,
apryMEHTUPOBAHHO  BBIPAXKAIOIIMKA  MOHUMAaHWE 3HAYCHUS
HayKl W HAHOTEXHOJIOTMH, Ui Pa3BUTHUS  POCCUHCKOU
DKOHOMUKH. Hcnone3yromuii HOBaTOPCTBO B
PO ECCUOHAIBHON JCSITETLHOCTH.

IIarpuorHyeckoe BOCIIUTaHUE

Oco3Haromuii CBOIO HallMOHAJIBHYIO, STHUYECKYIO
MPUHAJIC)KHOCTh, JEMOHCTPUPYIOLUIUN MPUBEPKEHHOCTh K
POIIHOM KYyJIBTYpE, TF000Bb K CBOEMY HApOy.

Co3Haroumii TpUYacCTHOCTh K MHOTOHAIIMOHAJIIBHOMY Hapoay
Poccuiickoit  ®enepanmu, OteuecTBY, OOIIEPOCCHICKYIO
UICHTUYHOCTb.

[TposiBasitomMii ~ I€ATEIBHOE  IEHHOCTHOE  OTHOIIEHHE K
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HCTOPUYECKOMY M KYJbTYPHOMY HACIIEIHIO CBOErO0 M JIPYrUxX
Hapoz10B Poccun, ux tpaguuusM, mpa3IHUKaMm.

[IposBastomumii YBa)K€HUE K COOTEUYECTBEHHUKAM,
MPOXKUBAIOLIUM 32 pyOeKoM, MOANEPKUBAIOIIMNA UX IpaBa,
3alUTy HMX MHTEPECOB B COXpPAaHEHHH OOIIepOCCHIICKON
WJICHTUYHOCTH.

3HAIOMUKA HMCTOPUYECKYIO MpaBly CBOEH BelukKol PoauHbl,
OTPOMHOTO BKJIaga pycckoro Hapoma B Ilobemy Hax
¢damuctko ['epmanueit. Ymeronmii 4TUTh U TIOMHUTH TTOJABUT
COBETCKOro Hapoja B Benukoit OTeyecTBEHHOM BOMHE.
Oco3Haromuii CBOIO HallMOHAJIBHYIO, STHUYECKYIO
MPUHAUIC)KHOCTh, JEMOHCTPUPYIOLIUMN MPUBEPKEHHOCTh K
POIIHOM KyNbType, BHIOpAaHHOW NPOGECCHH U BHIOTHEHUIO
BOMHCKOTIO J10JITa.

Bripaxkaronuii TOTOBHOCTh K 3amure pyoexeit Poccuiickoit
@enepad OT BHEIIHMX W BHYTPEHHHUX IMOCSTATENIbCTB, a
TAKXE€ 3alIUTE€ HOBBIX TEPPUTOPUM, BKIIOUYECHHBIX B COCTaB
Poccun, OoT  BOEHHOW  yrpo3bl,  CAHKIMOHHOTO U
SKOHOMHMYECKOTO JIABJICHUS.

JAyX0BHO-HPpABCTBEHHOE BOCIIMTAHUE

[IposBISIIOIIMI  IPUBEPKEHHOCTh TPAAULUOHHBIM JyXOBHO-
HPaBCTBEHHBIM ILIEHHOCTSM, KyJIbType HaponoB Poccun c¢
Y4ETOM MHPOBO33PEHUYECKOTO0, HallMOHAJIBHOT O,
KOH(PECCHOHAIBHOTO CaMOOTIPEICTICHUSI.

[IposBISIIOIINI YBa)KEHUE K KU3HU U JOCTOMHCTBY Ka)IOrO

YeJIOBEeKa, CBOOOJE  MHPOBO33PEHYECKOTO  BbIOOpa W
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CaMOOIIPEJEIICHUS, K IIPEICTABUTEISAM Pa3IMYHbIX dTHUYECKUX
Ipynn, TPagULUMOHHBIX penauruii HaponoB Poccum, wunx
HAallUOHAJIBHOMY JIOCTOMHCTBY M PEJIIMTMO3HBIM YYBCTBAM C
y4€TOM COOJIO/ICHUS] KOHCTUTYLIMOHHBIX MpaB U CBOOOJ BCeX
IpaX/IaH.

[ToHnmarommii = 1 JESITENbHO  BBIPAXKAIOMIMK  OHUMAHHUE
LIEHHOCTH MEXHALMOHAJIIBHOIO, MEXPEJIUTHO3HOTO COIacus,
CIOCOOHBIN BECTH JAMUAJIOT C JIFOJIbMHU Pa3HbIX HAIlMOHAIbHOCTEHN
¥ BEPOUCIOBEIAHM, HAXOAUTh OOIIME LENH M COTPYAHUYATH
JUISL X TOCTHUKEHUSL.

OpueHTUPOBaHHBIN HA CO3aHUE YCTOMYMBOM CEMbH Ha OCHOBE
POCCUICKUX TPAIULMOHHBIX CEMEUHBIX LIEHHOCTEH, POKICHUE
M BOCIHUTAaHHE JIeTed WU  NPUHIATHE  POIAUTEIHCKOMN
OTBETCTBEHHOCTH.

O6manaromuii  chOpMHUPOBAHHBIMU  TIPEACTABICHUSIMUA O
LIEHHOCTH Y 3HA4YECHUHM B OTEHYECTBEHHOM U MHUPOBOU KYJIBTYpE
SA3BIKOB W JIMTEPATypbl Hapo10B Poccum.

Biangerommnii HaBbIKAMH s¢dexTuBHON aJanTanuu,
HAXO0XJICHUS HECTAaHAAPTHBIX pEIIeHUl, paboThl B KOMaHJE,
CaMOOpraHU3alMHU U CTPECCOYCTONYUBOCTH.

Bnaneromuii HaBBIKaMH s dhexTuBHON ajanTaluu,
HAXOXJICHUS HECTaHJAPTHBIX pelIeHu, 0e3 KOH(IUKTHOIMA
paboTel B coCTaBe  KOJUIEKTHBA, CamMOOpraHU3alluH,
B3aMMOBBIPYYKH U CTPECCOYCTOMUMBOCTH, 100pOXKETATENHHOTO
OTHOILICHHUS K KOJJIETaM.

JIeMOHCTpUpYIOIUI CBOMM IIOBEIACHUEM YBEPEHHOCTb B
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OK

09.

Tlonb30BaTscs

BBITIOJIHCHUH 3a/1ad, MOCTaBJICHHBIX peANpPUITHEM
(opranuzanueit) gake B CaMbIX CIOXHBIX YCIOBHSX. Y MEIOUIHIA
YTUTh U NPEYMHOXATh HALMOHAJIBHBIE TPAaJULUU, YMEIOIIUI
CIIPaBJIATHCSA C JIEHBIO, YCTAIOCTHIO, YHBIHHEM.

JcTeTH4ecKoe BOCIUTAHHE

Beipaxkaromuiik NOHMMAHHME UEHHOCTH OTEYECTBEHHOTO U
MHPOBOI'O HCKYCCTBa, poccuiickoro u MHPOBOI'O
XYI0KECTBEHHOT'O HACJIEUs.

[IposiBastito1niA BOCIPUUMYUBOCTD K pa3HBIM BUIaM UCKYCCTBA,
MNOHUMAHUE 53MOLIMOHAJIBLHOTO BO3JCHCTBUSA HUCKYCCTBA, €ro
BIIMAHMUS Ha JYUIEBHOE COCTOSIHUE U I[IOBEJICHUE JIIOJIEH,
YMEIOIIUNA KPUTHUYECKH OLIEHUBATh ATO BIUSHUE.
[IposiBnsromnii MOHMMaHUE XYIO0KECTBEHHOM KyJIbTYpbl Kak
Cpe/icTBa KOMMYHHUKAIIUM U CaMOBBIPAKEHUSI B COBPEMEHHOM
oOmiecTBe, 3HAYEHHE HPABCTBEHHBIX HOPM, IIEHHOCTEH,
TpaaUIil B UCKYCCTBE.

OpueHTUpOBaHHBIN Ha OCO3HaHHOE TBOPUYECKOE
CaMOBBIpaKEHHUE, peann3alui0 TBOPUECKUX CIIOCOOHOCTEH, Ha
ACTETUYECKOE 00yCTpOICTBO COOCTBEHHOTO ObITa,
npodeccuoHanbHOM cpebl.

[TposiBnsitomniA 1IEHHOCTHOE OTHOIICHHE K KYJIBTYpE peud M
KYJIbType TIOBEACHUS B YCIOBUAX PaOOTHI B KOJIJICKTUBE U TIPH
JUYHOM OOUIEHHH CO BCEMU YJIEHAMH KOJIJIEKTHUBA, HE3aBUCHMO
OT CITY’>k€OHOTO TTOJIOKEHUS.

YMeromuii 0CyecTBIATh IIaHUPOBAHUE CBOETO JIOCYTa.

IIpojeccnonaibHO-TPYAOBOE BOCIIMTAHNE
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npodeccrnoHabHOM
JOKyMEHTaMEN Ha
rOCyJapCTBEHHOM u

HHOCTpPAaHHOM A3bIKax

[Tormmaromuii  mpodeCCHOHANBHBIE HICANBl U IICHHOCTH,
YBaXKAIOWUNA TPy, pe3yabTaThl TPYAa, TPYAOBbIE JOCTHXKEHUS
pPOCCHUHCKOrO Hapojaa, TPYIOBblE U  MNpoQecCHOHANbHbIE
JOCTH>KEHHMSI CBOMX 3€MIISIKOB, MX BKJaJ B Pa3BUTHE CBOETO
MIOCEJICHMUS, Kpasi, CTPAHBI.

VyacTByromuidi B COUMAJIbHO 3HAYMMOM TpPYyIOBOM M
pohecCHOHANBHOM JIeATENbHOCTH Pa3HOIO BHUJA B CEMBE,
0o0pa3oBaTeNbHONW OpraHM3aluy, Ha 0a3ax MPOU3BOJCTBEHHOU
IIPAKTHKH, B CBOEH MECTHOCTH.

Belpaxkatonuii 0CO3HaHHYH0 TOTOBHOCTb K HEINPEPHIBHOMY
o0pazoBaHMI0O W caM0OOpa30BaHHMIO B BBIOpaHHOH cdepe
npodecCuoHaNbHOM NeSTENbHOCTH.

[Tonumaromuii  crneunduky  npodeccruoHaIbHO-TPYIOBOM
NEATeTbHOCTH,  PETYJIMpPOBAaHUS  TPYAOBBIX  OTHOIICHUI,
TOTOBBIH  yUYUTBCI W TPYAUTBCI B COBPEMEHHOM
BBICOKOTEXHOJOTMYHOM MHpe Ha Omaro rocyiapcTtBa U
oOmiecTna.

OpueHTUPOBaHHBI HAa OCO3HAHHOE OCBOCHHE BBIOPAHHOM
cdepsl npodecCHOHATBHON AESITETbHOCTH C Y4ETOM IJTUYHBIX
JKU3HEHHBIX TJIAHOB, TOTPEOHOCTEN CBOEH CeMbH, TOCY1apCcTBa
U 00I1ecTBa.

Obnamaromuii  cHOPMUPOBAHHBIMU  TIPEJCTABICHUSMU O
3HAYCHWH W IIEHHOCTU BBIOPAHHOW MPOGeCcCru, MPOSBIISTIONTUN
yBa)X€HHE K CBOEH MPOQECCHU U CBOEMY MPO(PECCHOHATBHOMY
COOOIIECTBY, TOAJCPKUBAIOIINNA TMO3UTHUBHBIN  00pa3 u
MPECTHIK CBOEH mpodeccuu B 00IIeCTBeE.




14

Pazmenstomuii  KOprnopaTUBHBIE  LIEHHOCTM U MHUCCHUIO
pabGoronarensa. Ilomorarommii  peanu3oBbIBaTb  CTPATErHIO
KOMIIaHUH HA PBIHKE TPYZa.

ObecneunBaromii COOCTBEHHYIO NEATEILHOCTh U JICHCTBHS
IIOJYMHECHHBIX IIPM BO3HMKHOBCHHMH YPE3BBIYAMHBIX CHUTYyaLMH
TEXHOI€HHOI'O U MPUPOJTHOTO XapaKTepa.

JeMoHCTpUpyIOIIMI 3HAHUS U YMEHMSI B NPOQeCCUOHAIbHON
JeSITeTbHOCTH, oOecreunBarone 0e3aBapuiiHyl0 paboTy IMpH
WCIIOJIHEHUHU JIOJDKHOCTHBIX OOSI3aHHOCTEW U COXpaHEHHS
3JI0pOBbS U )KU3HU YWICHOB KOJUIEKTUBA.

Ymeronmii CaMOCTOSITEJIBHO OIIpEeCIIATh LEH
npodeCCHOHATIBHON JEATEIbBHOCTH U pa3pabaThiBaTh IUIAHBI
JUIsl HUX JOCTH)KEHHS, OCYILECTBIATb, KOHTPOJIUPOBATH U
KOPPEKTUPOBATh po(heCCUOHATILHYIO JeSITeIIbHOCTbD,
UCIIONIb30BaTh  Pa3pelIeHHbIE 3aKOHOM BCE BO3MOJXKHBIE
pecypchl At AOCTUKEHUSI TOCTABJIEHHBIX LENEH.

VYmMmerouuit  3pPexkTUBHO B3aMMOJECHCTBOBATh, MPOAYKTUBHO
paboTaTh B COCTaBe KOJIJIEKTUBA, C YBa)KEHUEM OTHOCSIIUICS K
qyKOMY TPYyZY.

LleHHOCTH HAYYHOT O MO3HAHUS

JlesTenbHO  BBIp@KAIOIIMN  IIO3HABATEIbHBIE HMHTEPECHl B
pasHBIX MPEIMETHBIX OOJIACTSX C Y4ETOM CBOMX HHTEPECOB,
CHOCOOHOCTEH,  JOCTHKEHHMH, BBIOPAHHOTO  HAIPaBICHUS
PO eCCHOHATBHOTO 00Pa30BaHUs U MTOATOTOBKH.
OOnanmatomuii  MpenCTaBIEHUEM O COBPEMEHHOW HayyHOMH

KapTUHC Mupa, JOCTHXXCHUAX HayKn u TEXHUKU,
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apryMEHTUPOBAHHO  BBIPAXKAIOIIUNA TMOHUMAHUE 3HAYCHHS
HAyKH ¥ TEXHOJOTHH JJs Pa3BUTHS POCCUKMCKOrO 00IecTBa U
obecrieueHust ero 6€30MacHOCTH.

JleMOHCTpHUpYIOIIMI  HABBIKM  KPUTHYECKOTO  MBIIIJICHUS,
onpezesieHusl TOCTOBEPHOCTH HAyyHOW HH(OpMAIMH, B TOM
grciie B chepe mpodhecCHOHATLHOM IS TEIIBHOCTH.

Ymeronui BBIOMPATH CIOCOObI pelieHus 3a7a4
MpOPECCUOHAIBHOW ~ JIEATEIbHOCTH  MPUMEHHUTEIIBHO K
Pa3IUYHBIM KOHTEKCTaM.

Hcnons3yromuii COBpEMEHHbIE CPEACTBA IOMCKA, aHalu3a M
MHTEpIpeTaluu UHPopMaIi, THHOPMAIIMOHHBIE TEXHOJIOTHH
JUTSI BBITIOJTHEHUS 3a71a4 TPO(eCCUOHATBHOM eI TeIbHOCTH.
PasBuBaronnii ¥ TNpPUMEHSIONIMIA HaBBIKKM  HAOTIOJCHMUS,
HAKOIUICHUS U CUCTEMAaTU3alMK (PAKTOB, OCMBICIICHHS OIBITA B
€CTECTBEHHOHAYYHOH W TyMaHUTapHOW 00JIACTAX TO3HAHMS,
HCCIIEI0BATENbCKON U MPOGECCHOHATBHOM IEATeTLHOCTH.
[IposiBisitOIIMIT CO3HATEIBHOE OTHOIIECHHE K HEMPEPHIBHOMY
00pa3oBaHMIO, KaK yCIOBUIO YCHEIHON MpodhecCuOHaIbHON U
0OIIECTBEHHON AESITENEHOCTH.

Hcnons3yromuii COBpEMEHHbIE CpPEACTBA IMOMCKA, aHalu3a M
JOCTYMHOCTH HAyYHOW W TPaKTHUYEeCKOW uWHPOpMaluu U
JIUTEpaTypHl, JUTSt YCHEIIHOrO BBIMIOJIHEHUS  3aja4
PO ECCHOHAIBHON JESTEIHHOCTH.

Obnamaromuii MpeACTaBICHUEM O COBPEMEHHBIX HAayYHBIX
WCCIICIOBAHUSX,  JIOCTIKEHUSX  HAyKH M TEXHUKH,
apryMEHTUPOBAHHO  BBIPAXKAIOLIMKA T[OHUMAHHE 3HAYCHUS
HAYKM W HAHOTEXHOJIOTWMW, [ Pa3BUTHS POCCHICKON




16

[IK 1.5. 3amumars
nHdopmanmo B 0aze
JaHHBIX C WCIOJb30BaHUEM
TEXHOJIOTUU 3aIIUTHI

MH(POPMAITHH.

SKOHOMUKH. Hcnonw3yrommii
npoeCCHOHATLHOMN e TETBHOCTH.

HOBATOPCTBO
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2. CTPYKTYPA U COJAEP)KAHUE YYEFHOM JJUCIUILIMHBI

2.1. O0beM yueOHOH JUCHUNIMHBI U BUIbI Y4eOHOH padoThI

Bup yueOHoii padoTbl O6bem yacoB
O0bem 00pa3oBaTeIbHON NPOrpaMMbl y4eOHOM M CIUTINHBI 102
B T. 4. B ()opMe NPAKTHYECKOI MOATOTOBKH 36
BT. 4.
TEOPETUYECKHUE 3aHITHUS 66
NPAaKTUYECKHUE 3aHATUS 36
Camocmosmenvnas paboma obyuaowe2ocs
Koncynpranumn
JuddepeHupoBaHHBIN 3a4eT 2
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2.2. TemaTHYecKHH NJIAH U COlePKaHNEe YUeOHOM UCHUTILINHBI

Koapl koMneTeHInii,

HaunmenoBanune Conep:xanue yueOHOro MatepuaJia u popMbl OpraHu3aluM AesiTeTbHOCTH O0bem B (bopmupoBarnuio
pa3jesioB U TeM o0yuarommxcs yacax KOTOPBIX
CIocoocTBYeT
3J1eMeHT IPOrPaMMBbl
1 2 3 4
BBenenne Conep:xxanue yueOHOro MaTepuaJia 2 OK 01
1. Beemenme. Hcropus  uHPOpManMOHHOW  OE€30MACHOCTH.  AKTYaJbHOCTh 2
nH(pOpMaIMOHHOM 0€30MTaCHOCTH.
Pa3nea 1. Yrpo3sl uH(poOpMaNIMOHHOH 0€30MaACHOCTH 10 OK 01, OK 02,
OK 05, 0K 09, IIK 1.5
Tema 1.1. Copaepxxanue yueOHOro MaTepuaJa 10
OCHOBHBIC YIPO3BIM | ] OCHOBHBIC NPHHUMIB  MH(QOPMALHMOHHON  OE30MACHOCTH:  ILGIOCTHOCT, 9 OK 01, OK 02,
NPUHIHITBI JOCTYITHOCTb, KOH()HIECHIINATLHOCTb. OK 05, OK 09,
UHGOPMAUMONHOH | 2 T[lousTHe yA3BMMOCTH, yIpO3El, HCTOYHHKA  yrpo3bl  HH(MOPMAIMOHHOIL 4 IK 1.5
OesomacHocTn 0€30MMacCHOCTH, WX KJIACCH(HKAIIHH.
3. CommanpHasi wuHXeHepus. KaHansl HECAaHKIMOHHUPOBAHHOTO  JIOCTyHa K 4
uHpopMaluu
Pa3nen 2. [IporpaMMHoO-TeXHHYeCKHe cpeAcTBa odecneyeHns1 HHGOPMALMOHHOI §e30IacHOCTH OK 01, OK 02,
42 OK 05, OK 09,
MK 15
Tema 2.1. ConeprxaHue y4eOHOro MaTepuasia 12 OK 01, OK 02,
Cpeacra 1. IlpuHuunBl yrnpaBieHUs TOCTYNOM. JIMCKpELHOHHOE YIpaBlE€HHE JOCTYIOM. OK 05, OK 09,
yHIpaBJIeHUS ManpnatHoe U pojieBoe ynpasiieHue aocTynoMm. Unentudukanus u ayreHTU(GUKALKS. 10 I[IK 1.5
JOCTYIIOM ’KypHanvupoBaHHe U ayJInT.
B ToM ynciIe NPaKTHYECKUX 3aHATHI 2
IIpaktnueckoe 3ansatue Nel. M3ydyenue cpeacTB ynpaBieHUs JOCTYIIOM. 2




19

Tema 2.2. Copepixxanue yueOHOro MaTepuasia 14 OK 01, OK 02,
Kpunrorpapuveckne | 1. Kpunronorus. Kpunrorpapus. Kpunroanamus. Kraccudukamms MeTonoB 2 OK 05, OK 09,
cpeacTBa 3alMThI | MKU(POBaHUSA. DTanbl Pa3BUTHS KPUNTOTPadUH. I[IK 1.5
uHpopmanun 2. CumMeTpuyYHBIE KPHUIITOCHUCTEMBI. ACHUMMETpUYHbIe Kpunrocucremsl. LI 8
Anroputmsl mudposanus. Peanuszauus anroputMos mudpoBaHus
B ToM 4HciIe MpaKTHYEeCKUX 3aHATHI 4
[TpakTrueckoe 3ansTue Ne2. M3yueHue MET010B CUMMETPUYHOTO N POBAHUS.
[MpakTnueckoe 3anartue Ne3. M3yueHue mNpoOrpaMMHBIX CPEACTB  IIM(PPOBAHUS 4
uH(MOPMAIIUH.
Tema 2.3. Copnepixanue yueOHOro MaTepuasia 10 OK 01, OK 02,
CpeacrBazammrel | 1. Knaccudukamms BpemoHocHbIXx mporpamm. Ilytm  pacmpoctpanenus.  Bpen, OK 05, OK 09,
OT BPEIOHOCHBIX HAHOCHMBIII BpEIOHOCHBIMM IporpamMmamu. IIpusHaku 3apakeHUs BpPEIOHOCHBIMHU 4 IIK 1.5
nporpamMm porpaMMaMHu.
2. MeTo/ipl 3a1UTHI OT BPEJOHOCHBIX NPOrpaMM. AHTUBHPYCHBIE IPOTPaMMBI. 4
B ToM uynciIe NPAKTHYECKUX 3aHATHI 2
[TpakTrueckoe 3ansTue Ne4. 3ydyenue paOboThl aHTUBUPYCHOU MTPOrpaMMBbl. 2
Tema 2.4. Coneprxanue y4eOHOr0 MaTepuasia 6 OK 01, OK 02,
Cpencra 1. Cucremsl xpanenust naHHbIX. RAID-MaccuBbl, ceTeBble XpaHWIMIIA, JEHTOYHBIE OK 05, OK 09,
pe3epBHOIO 6ubnmuorekn u T.1m. PesepBHOe KomupoBaHue HH(popManuu. MeToJsl U CpelcTBa 4 IIK 1.5
KONMPOBAHMA pe3epBHOTO KonupoBaHust. CXeMbI pOTAIlMH HOCUTENIEH pe3epPBHBIX KOTIHIA.
B ToM uynciIe NPAaKTHYECKUX 3aHATHI 2
IIpaktrueckoe 3ansatue NeS. M3ydeHne cpecTB pe3epBHOIO KOIMPOBAHHUS. 2
Paznen 3. HopmaTHBHO-NIpaBOBbIe 0CHOBBI MH(OPMALMOHHON §e30MaCHOCTH OK 01, OK 02,
8 OK 05, OK 09,
K 1.5
Tema 3.1. \ Coneprxanue y4eOHOr0 MaTepuasia 4 OK 01, OK 02,
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IIpaBoBoe 1. Undopmanus kak oOBEKT mpaBa coOCTBEHHOCTH. Poccuiickoe 3aK0OHOAATEeIhCTBO B OK 05, OK 09,
olecneyeHue obmactu uH(pOpMaMOHHON Oe3omacHOCTH. OTBETCTBEHHOCTh 32 HapyllIEHHUE 4 I[IK 1.5
nHGOPMAIMOHHON | 3aKOHOJATEIbCTBA B MH(MOPMALIMOHHOMU cdepe.
0e30macHoOCTH
Tema 3.2. Conep:xanue y4yeOHOro MaTepuasia 4 OK 01, OK 02,
Cranpaprsl 1. MexayHapoaHsle CTaHAapThl HHGOPMAIMOHHON Oe3omacHoCTH. «OpaHxeBas OK 05, OK 09,
undopmanuonnoii | kauray. ISO/IEC 15408 «O0miue kputepun OIleHKH 6e301acHOCTH HHGOPMAIIMOHHBIX 4 I[IK 1.5
0€30MaCHOCTH TeXHOJOTHi». OTeueCcTBEHHBIC CTaHAAPTHI HH(POPMAITMOHHON 0E30ITaCHOCTH.
Paznen 4. OpraHm3anMoOHHO-TeXHHYECKHe W PeKMMHbIe MeToabl oOecnedeHHss MHGOPMAIUOHHOM OK 01, OK 02,
0e30MacHOCTH 10 OK 05, OK 09,
IIK 1.5
Tema 4.1. Conep:xxanue yueOHOro MaTepuaJia 6 OK 01, OK 02,
IpouexypHbIii 1. Vupasnenue nepconanom. @usnueckas 3amura 00beKTOB MH(GOPMATH3ALUH. OK 05, OK 09,
YPOBEHb [Mognepxanue paboTocnocoOHOCTH.  PearmpoBaHwe Ha  HapylmleHHE —peXHUMa 4 IIK 1.5
uHpopmanuonnoii | 6e3onacHocTH. [[maHUpoBaHNE BOCCTAHOBUTEIIBHBIX PadoOT.
0e3onmacHOCTH B ToM 4ynciIe NPaKTHYECKUX 3aHATHI 2
[Tpaktuyeckoe 3ansTHEe Ne6. Opranuzauus (QU3MUECKOW 3alUTBl M MOIJEPKAHUS 9
paboToCTIOCOOHOCTH.
Tema 4.2. Coneprxanue y4eOHOr0 MaTepuasia 4 OK 01, OK 02,
AnvuHucTpaTuBHbIA | 1. [ToHATHE MOMUTUKM HH(OPMAIIMOHHON 6e30nmacHOCTH opranuzanui. D}dexkTuBHbIe 5 OK 05, OK 09,
YPOBEHb U Hed(p(peKTUBHBIE NONUTHKY. IIK 15
HHPOPMANMOHHOA | B TOM 4Kc/Ie NPAKTHYECKUX 3aHATHH 2
0e3omacHocTH [TpakTrueckoe 3ansTie No7. AHaNU3 NOTUTUKH UH(POPMAIIMOHHON O€30MacHOCTH. 2
Pa3nen 5. KomniiekcHoe o0ecnieyenne uHGpopMannoHHoii 6€301acHOCTH OK 01, OK 02,
20 OK 05, OK 09,
MK 15
Tema 5.1. Coneprxanue y4eOHOr0 MaTepuasia 4 OK 01, OK 02,
3ammra 1. 3amuTa nHGOpPMALIUU B TEPCOHATLHBIX KOMITbIOTEPAX. 2 OK 05, OK 09,
uHpopmMauuu B B ToM 4yHciIe MpaKTHYECKUX 3aHATHI 2 IIK 1.5
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MNEePCOHAJIBHBIX

[Tpaktrueckoe 3anstre Ne§. M3ydenue cpeacTs 3amuThl nHGopmanuu B [1K.

KOMIIBIOTEPax 2
Tema 5.2. ConeprxkaHue y4eOHOT0 MaTepuasia 16 OK 01, OK 02,
3ammra 1. VYrpo3sl uH(pOpMAIMOHHON OE30MAaCHOCTH B KOMIBIOTEPHBIX CETAX. 3alluTa 5 OK 05, OK 09,
uHpopMaNu B uH(pOpMaIlMU B KOMIIBIOTEPHBIX CETsIX. MexxceTeBble SKpaHbl U MPOKCU-CEPBEPHI. I[IK 1.5
KOMIIbIOTEPHBIX B ToM 4HciIe MpaKTHYEeCKUX 3aHATHI 2
ceTsax [Tpaktnyeckoe 3amsitie Ne9. H3yuenwe cpeactB 3amuTbhl  wHQOpMamuu B 5
KOMIIBIOTEPHBIX CETSX.
CamocrosiTe/ibHasi padoTa 00y4AOIIUXCSH
UccnenoBarensckas pabota «Pa3paboTka KoMIliekca Mep MO 3alure padoyero
MECTa».
KoncyabTanun
JAudpepeHnupoBaHHbIN 3a4eT 2
Bcero: 102
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3. YCJIOBUSI PEAJIM3AIIMN ITPOTPAMMbBI YYEFHOM JUCIUILIUHBI

3.1. Jas peaju3amuM MNPOrpaMMbl Yy4eOHOH JUCHMIUIMHBI JO/LKHBI ObITh
NpeIyCMOTPEHbBI CileAyIolHe ClieluaJbHble MOMelleH s :

Jlaboparopusi «KoMnbrOTepHBIX ceTeid 1 0CHOB HHGOPMALMOHHOH 0€30MACHOCTH,
ocHam¢HHass O0OpYJOBaHMEM M TEXHUYECKUMHU CPEACTBAMU OOyUYEHUS, MPEIyCMOTPEHHBIC
OCHOBHOM 0Opa3zoBaTeslbHONW Tiporpammoit mo crneruanbHocTH 09.02.11 «Pa3pabotka u
yIPaBJICHHUE MPOTPAMMHBIM 00ECTICUSHUEM)

3.2. UudopmannoHHoe o0ecnievyeHne peajsn3auui NporpaMmmbl

Jns  peanuzanuu nporpaMMmbl B OMOIMOTEYHOM (POHIE MMEIOTCS JIIEKTPOHHbBIE
oOpa3zoBartenbHble U MHGOPMAIIMOHHBIE PECYPCHI, B TOM uHucie pekoMeHnoBaHHble DYMO, ans
UCIIOJIb30BaHUs B oOpaszoBatenbHOM Tmporecce. [Ipu dopmupoBanuu OubamoreyHoro (ouga
YUYTEHBI U3/IaHUA, IPETyCMOTPEHHbIE IPUMEPHOW OCHOBHOM 00pa3oBaTeIbHON MPOrpaMMoi Mo
cnenuanbHocT 09.02.11 «Pa3paboTka u ynpasieHHE IPOTPaMMHBIM 00ECTICYCHUEM .

3.2.1. OcHOBHbBIE YJIEKTPOHHBIE H3TAHUSI

1. OcHoBbl uH(pOpPMAMOHHOW O€30MAaCHOCTU: HAAEKHOCTh W  0E30MacHOCTh
IporpaMMHOro oOecreueHust : YydeOHOe Tmocodue Uit CpeaHero Npo(ecCHOHATBHOTO
obpazoBanus / O. B. Kazapun, U. b. lllyounckuii. — Mocksa : U3garensctBo FOpaiit, 2024. —
342 c¢. — (IlpodeccuonanvHoe oOpazoBanue). — ISBN 978-5-534-10671-8. — Tekcr
3JIEKTPOHHBIN Il O6pazoBarenbHas mwiatopma Opaiit [caiit]. —
URL.: https://urait.ru/bcode/542339

3.2.2. IonoJIHUTEIbHbI€ HCTOYHHKH:

1. TIpoxopoma, O. B. HNubopmanmoHHas 0e30MacHOCTh M 3amIuTa WHGOPMAIUU
yueOnuk s By30B / O. B. IIpoxopoBa. — 6-¢ uzn., crep. — Cankr-IletepOypr : Jlans, 2025, —
124 ¢. — ISBN 978-5-507-52899-8. — Tekcr : anmextponHbiii // JlaHb © 3J€KTpOHHO-
oubnmoreunas cucrema. — URL.: https://e.lanbook.com/book/462293

3.3. Opranu3anusi 00pa3oBaTeJIbHOI0 MPoIEcca

3.3.1. TpedoBaHuUsI K YCJI0BUSIM NMPOBeIeHUs YUeOHBIX 3aHATHH

VYyeOHast TUCHMIUIMHA C LENbl0 00ecreueHusl JOCTYIMHOCTH O0pa30BaHMs, MOBBIIICHUS
€ro KadeCTBa Ipu HCO6XOI[I/IMOCTI/I MOKET OBITh pcajm3oBaHa C IMPUMCHCHUCM TEXHOJIOTHI
JMCTAHIIMOHHOT' 0, 3JIEKTPOHHOT'O U CMEUIAHHOTO 00yUeHHUsI.

OneKkTpoHHOe  O0y4eHHWe M JUCTAaHIUOHHbIE  00pa3oBaTelbHBIE  TEXHOJIOTMH
UCIIONIB3YIOTCS AJISL:

— OpraHM3alMU CaMOCTOATENbHOIN paboThl oOyuaromuxcs (IpeaocTaBIeHHEe MaTepUaIoB
B DJICKTPOHHOU (hopMme IJisi CaMOMOJTOTOBKH; oOeclieueHrne MOJATOTOBKM K TMPAKTUYECKUM H
71a00PAaTOPHBIM 3aHATHUSAM, OPraHU3alLKs BOZMOKHOCTH CAMOTECTUPOBAHUS U JIp.);

— IMPOBCACHUA KOHCYJII)TaIII/Iﬁ C HCIIOJIb30BAHHUEM  PA3JIMYHBIX CPEACTB OHJIAMH-
B3aUMOJICHCTBHS (HampuMep, BeOMHApOB, (HOPYMOB, YaTOB) B 3JIEKTPOHHO-MH(OPMAITMOHHON
oOpazoBarenbHOi cpene baraiickoro — TexHuMkymMa  UHGOPMAlMOHHBIX  TEXHOJOTHH H
paaMOdNIeKTPOHUKH  «JIOHMHTEX» W ¢ TPUMEHEHHEM JpYrux IuatrGopM U CEpPBUCOB IS
OpraHU3aIK OHJIAH- 00yUYEeHMUS;

— OpraHM3alMHU TEKYILEro ¥ MPOMEXKYTOUHOTO KOHTPOJISE 00yJaroImuxcs U JIp.


https://urait.ru/bcode/542339
https://urait.ru/bcode/542339
https://urait.ru/bcode/542339
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CwmenranHoe 00y4YeHUE pean3yeTcs MOCPECTBOM:

— OpraHu3aluyd  COYETaHWsI ayJAUTOPHOH paboTel ¢ paboToOl B  AIEKTPOHHO-
nHpOPMAIIMOHHON o00pa3zoBarenbHON cpene barailickoro  TexHukymMa  MH(QOPMALMOHHBIX
TEXHOJIOTHH W  PaJHUONICKTPOHUKH «JIOHMHTEX» M C NMPUMEHEHHWEM JpYyrux IathopMm u
CEPBHCOB JJIs OpPTaHU3AIMH OHJIAH-00y4eHNUS;

— PETYJISIPHOTO B3aWMOJICHUCTBHUS NPEMOAABATENSI ¢ OOYJYAOIIMMHUCS C HCIIOIh30BAHUEM
TEXHOJIOTHI 3JIEKTPOHHOTO M TUCTAHIIMOHHOT'O O0YUYCHUS;

— OpraHu3alid TPYNIOBOM Y4YEOHOW JEATEIHHOCTH OOYYarOUIUXCS B 3JIEKTPOHHO-
nHpopManMoHHON oOpa3zoBatenbHON cpene bartalickoro  TexHukymMa  HWH()OpPMAIMOHHBIX
TEXHOJOTHH M PaTUOIICKTPOHUKH «J[OHUHTEX» WM C MPUMEHEHWEM IPYTux miargopm u
CEPBUCOB JIJII OpTraHU3aIlui OHJIAWH-00yUYCHUSI.

OCHOBHBIMU CPEJICTBAMH, HCIIOJIB3YEMBIMH I peaIU3allii JAHHBIX TEXHOJOTHH,
SIBJISIFOTCSI: CUCTEMBI JIMCTAHIIMOHHOTO OOYYEHHMsI, CHCTEMbl OpraHU3allMi BHJICOKOH(DEpEHIINH,
ANEKTPOHHO-OMOIMOTEYHBIEC CUCTEMBI, 00Pa30BaTEIbHBIC CAUTHI M TIOPTAIIBI, COITUAIBHBIC CETH H
MECCH/IKEPHI U T.JI.

3.3.2. TpeGoBaHMs K YCJI0BUSAM KOHCY/IbTAUMOHHOI MOMOIIY 00y4Yal0IMMCs

@DopMbl IPOBEACHUS KOHCYJIbTAIIUI: TPYIIIOBBIE U UHIUBUAYalIbHBIE.

3.3.3. TpeOGoBanuss K YCJOBHSIM OPraHU3alMU BHEAYIUTOPHOI /1esITeIbHOCTH

o0yuarommxcst
Peanuzanus yueOHOM AUCHUILTUHBI 00ECIEUYNBACTCS TOCTYIIOM KaKI0ro 00ydaromerocs
K DJICKTPOHHO-MH(OPMAITMOHHON  oOpa3zoBaTelibHON  cpene  baraiickoro TEXHUKyMa

MH(OPMALIMOHHBIX TEXHOJIOTUN U PAAHOINEKTPOHUKU «J{oHUHTEX» U OubIrnoTeyHoMy (GoHIY,
YKOMIUIEKTOBAaHHOMY JIEKTPOHHBIMU y4EOHBIMH U3JaHUSIMH.

Bo BpeMs camMocTOSTENbHON MOATOTOBKH 00ydYaroImuecs 00eCreurnBalOTCs JOCTYIIOM K
cetu UnTepHer.

JlocTtym K 31eKTpOHHO-UH(POPMAIIMOHHOM 00pa3oBaTenbHON cpefie baraiickoro TexHHKyMa
UH()OPMAIMOHHBIX  TEXHOJOTHH M  PagHOdICKTPOHUKH  «JloHHHTeX» M OMOIMOTEYHOMY (DOHIY,
BO3MOXEH C JIIOOOr0 KOMIIbIOTEpa, MOAKIIOYEHHOTO K cet MHtepHer. [[ns goctynma k
yYKa3aHHBIM pecypcaM Ha Tepputopun bataiickoro TexHukyma HMH(POPMAIMOHHBIX TEXHOJOTUMN
U paAMOdJIEKTPOHMKH  «JoHMHTEeX» oOydarolecs MOTyT O€CIUIATHO BOCIOJIb30BAThHCS
KOMIIBIOTEpaMH, YCTAHOBJIICHHBIMM B OMOJIMOTEKE WM KOMIIBIOTEPHBIMHM KjaccamMH (BO
BHEy4YeOHOE BpeMs).

3.4. KaapoBoe obecnieuenne 06pa3oBaTejibHOI0 mpomecca

KBanmuduxarnus mnemarorudyecknx paboTHUKOB baraiickoro texHukyma WH(OPMAIMOHHBIX
TEXHOJIOTUN W  PaJHOAIEKTPOHUKN «JIOHMHTEX», YYacTBYIOIIMX B peaau3allid 0O0pa3oBaTEIbHOMN
MporpaMMBbl, a Tak)Ke JIUIl, TPUBJIEKAEMbIX K peajqn3alnuu 00pa3oBaTeIbHONW MPOrpaMMbl Ha JPYTUX
YCIOBHUSIX, B TOM YHCJI€ U3 YHCJIa pPYKOBoauTeledl u paboTHukoB bataiickoro  TexHUKyMma
MH()OPMAIIMOHHBIX TEXHOJOTUU U PATUOICKTPOHUKH «JIOHMHTEX» M MHBIX OpraHU3aIli, T0JDKHA
OTBEYaTh KBATU(UKAIMOHHBIM TPEOOBAHUSAM, YKa3aHHBIM B KBATH(UKAIIMOHHBIX CIPAaBOYHUKAX, U B
npodeccuoHaibHOM 06.001 «IIporpammuct». Ilegarormdeckue paOOTHHKH, TpPHUBJICKAEMbIE K
peaiv3ali MpOrpaMMBbl, JOJDKHBI MOIy4aTh JOMOJHUTENbHOE MpodeccHoHaIbHOe 00pa3oBaHUE 110
porpaMMaM TOBBIIIIEHHS KBanuduKaiuu He pexke 1 pasa B 3 roa.
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMSI
YYEBHOU JTUCIUIIJIMHBI

Pe3yabTarsl 00yuyeHust

Kpurepun onenku

MeTtoabl OLIEHKH

3HATh:

- HaIlMOHAIILHOU u
MEXIYHApOIHOMU CHACTEMBI
CTaHJAPTU3ALMKN U CepTUDUKALIU
U CHCTEMY OOECIIeYeHHs KayecTBa
IPOIYKLIHH;

- TEPMHHOJIOTUS M METOJbI
PE3EPBHOTO KOIHUPOBaHHU,
BOCCTaHOBJICHHE HH(OpMaIM B
UH(POPMALIMOHHOM CUCTEME;

- TpeOoBaHus K 0€30IaCHOCTHU
cepBepa 0a3bl JAHHBIX.

YMeTh:

- OCYILIECTBJISITb ~ TEXHUYECKOE
CONIPOBOXKAECHUE, COXPAHEHUE U
BOCCTAHOBJIEHHE 0a3bl  JAaHHBIX

WH()OPMAIIMOHHON CHCTEMBI;

- COCTaBJIATH IUJIAHBI PE3EPBHOTO
KOIIMPOBAHUS;

- OTIPEIENIATh MHTEpBaJl
PEe3epBHOTO KOIMPOBAHHS,

- ¢opmupoBath TpeOoBaHUS K

KOH(UTryparmm JIOKAJIBHBIX
KOMITbIOTEPHBIX cereit u
CEpBEPHOTO o0opynoBaHus,

HeoOXxoauMmble s paboThl  0a3
JAHHBIX W CEPBEPOB B paMKax
MOCTaBJIEHHOH 3a71a4H;

- pa3pabaThiBaTh MOJIUTHKY
6e3onmacHoct SQL cepBepa, 6a3bl
JMAHHBIX W OTHCIBHBIX OOBEKTOB
0a3bl TaHHBIX.

«OTIUYHO» - TEOPETUYECKOE
colepkaHue Kypca OCBOCHO
MOJIHOCTBhIO, 0e3  mpoOenoB.,
yMeHus1 Cc(OpPMHUPOBAaHBI, BCE

IIPEAYCMOTPEHHBIE IIPOrPaAMMOM
y4ueOHbIe 3a/laHusl BBIIOJIHEHBI,
Ka4eCTBO  MX  BBINOJIHEHUs
OLICHEHO BBICOKO.

«Xopomoy» -
coJiepyKaHue

TEOPETHYECKOE
Kypca OCBOCHO
MOJIHOCTBhIO, 0e3  mpoOenoB,
HEKOTOpbIE YMEHUS
c(hOpMHUPOBAHBI HEIOCTATOYHO,
BCE peayCMOTPEHHBIE
porpaMMoi yueOHbIC 3adaHus
BBITIOJTHEHBI, HEKOTOPbIE BHUIBI
3aJaHui BBITIOJTHEHBI c
OLIMOKaMHU.

«Y IOBJIETBOPUTEIILHOY -
TEOpPEeTUYECKOe coJiepKaHue
Kypca OCBOEHO YaCTHYHO, HO
po6embI HE HOCSAT
CYIIECTBEHHOTO XapakTepa,
He00X0IMMbIE YMEHUsI paOOTHI C
OCBOCHHBIM  MaTepuajioM B
OCHOBHOM c(opMUpPOBaHBI,
OOJIBIIIMHCTBO
MPEeTyCMOTPEHHBIX MPOTPaMMOi
o0yuyeHMsT  y4eOHBIX 3a/1aHUI
BBIMIOJIHEHO,  HEKOTOpbIE U3
BBITIOJTHEHHBIX 3aaHAN
CoJIep>KaT OUTHOKH.
«HeynoBneTBOpUTENBHOY -

TEOPETUUECKOE coJiepKaHue
Kypca HE OCBOEHO,
HEOOXOIMMBIE  YMEHHUS  HE
c(hOpMHUPOBAHBI, BBITIOJHEHHBIC
y4eOHbIC 3alaHusl  COJEepKaT

rpyOble OITHOKH.

Texymui KOHTPOJIb B
dopme AKCHEPTHOTO
HaOJIIOICHUS. U OLICHKH
pe3yIBTaTOB
JOCTHKEHUS
KOMIIETEHIINH
y4eOHBIX 3aHSATHUSX.
[TpomexxyTouHas
aTTecranus B opme:
JK3aMeEH.

Ha
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PA3PABOTYUKU:
Hanmnsa Anexcanap FOpbeBud — mpernogaBarens ;

[Iporpamma pa3paboTtana B cooTBeTcTBUH ¢ DeiepalibHBIM roCyIapCTBEHHBIM 00pa30BaTENbHBIM
CTaHAAPTOM CpeIHEro NpodeccHoHaIbLHOro 00pa3oBaHysl, yTBEPKICHHBIM ITpUKa3oM MuHHCTEpCTBa
npocenenus Poccuiickoit @eneparyu ot 24.02.2025 Ne 138 (3apeructpupoBad MUHHCTEPCTBOM
rocturun Poccuiickoii @eaepanuu 31.03.2025, peructparmonssiit Ne §1696) 1o criennanbHOCTH
09.02.11

«Pa3paboTka u ynpasieHre IporpaMMHBIM 0OecrieueHrEM», MPO(ECCHOHATIBHBIM CTaHAAPTOM
06.001 «IIporpaMMucCT, yTBEPKIEHHBIM PHUKa30M MHUHHCTEPCTBA TPYAa U COIIMATEHON 3aITUThHI
Poccuiickoit deneparun ot 20.07.2022 Ne 4241 (3apeructpupoBad MUHHCTEPCTBOM FOCTHILINN
Poccuiickoit @enepanuu 22.08.2022, peructpannoHsbiii Ne 69720).



27

COAEP)XAHUE cTp.
IHACIIOPT KOMIUVIEKTA KOHTPOJIBHO-OHEHOYHbBIX CPEJICTB 28

KOAU®UKATOP OHEHOYHBIX CPEACTB 28

CUCTEMA OILIEHKH OBPA3OBATEJBHBLIX JOCTUXEHHUI
OBYYAIOHIUXCHA 11O KAXKAOMY OHEHOYHOMY CPEJACTBY 29

BAHK KOMIIETEHTHOCTHO-OLEHOYHBIX MATEPUAJIOB JUISI
OLEHKA VYCBOEHHUS PABOYEW TPOIPAMMBI VYUYEBHOW
JTACIUTLINHBI 31



28

1. HACHHOPT KOMIUIEKTA KOHTPOJIBHO-OIIEHOYHBIX CPEACTB

110 YYEBHOM JUCHUATIIIVHE

«OI1.05 OCHOBBI HTH®OPMAIIMOHHOMN BE3OIMACHOCTH»

1.1. Ob6aacTh NPpUMEHEHHUS KOHTPOJIbHO-0IIEHOYHbIX CPEICTB

KOHTpOJIBHO-01ICHOYHBIE

cpeactea  (KOC)

SABJIAIOTCA

4aCTbIO HOPMAaTUBHO-

METOAHUYECKOI'O oOecIieyeHns: CHCTEMBI OLICHUBaHUsA Kadye€CTBa OCBOCHHA O6y‘laIOH_[I/IMI/IC$I

IIPOrpaMMBbI

MOJTOTOBKH  CIICIMATUCTOB CpeAHero 3BeHa mo crenuanbHoctd (09.02.11

«Pa3paboTrka u ympaBieHHE NPOTrPaMMHBIM OOecredeHneM» M OOECIEeUMBAIOT IOBHIIICHUE
KayecTBa 00pa30BaTEIbHOIO MIPOLIECcCa.
KOC mno y4eOHON AMCIMIUIMHE MPEJCTABISAET COOOM COBOKYITHOCTh KOHTPOIHPYIOIINX

MaTepHalIoB,

YCTAQHOBJICHHBIX PE3YJIbTaTOB O0yUYEHHUS.
KOC no yuyeOHONH AMCUMIUIMHE MCIONb3YETCS MpPHU IMPOBENECHUU TEKYIIEro KOHTPOJIS
YCIIEBa€MOCTH U IPOMEKYTOUHON aTTecTalMy 00yJyaroluXcsi B BUJE FK3aMeHa.

NnpeaHasHA4YCHHBIX I HU3MCPCHHUA YPOBHA  JOCTUIKCHUA O6y‘~IaIOHII/IMC$I

1.2. Pe3yabTaThbl 0CBOEHHS Y4eOHOI TUCHUILINHBL, MOJIesKallHe MPOBepKe

Koﬁg K, YMenns 3Hanus
OK 01, | Vi1- OCYILECTBIIATH Texuuueckoe | 31- HaIllMOHAJILHOM u
OK 02, | compoBoxaeHue, COXpaHEHHe U | MeXIyHApOTHON CHCTEMBI
OK 05, | BoccTaHOBIIEHHE 0a3bl JTAHHBIX | CTAHJIAPTU3ALMHA U CePTU(UKALNH
OK 09, | mH(bDOpMAIITMOHHON CHCTEMBI; U CHUCTeMY OOeclieyeHHsl KadecTBa
I[IK15 | ¥2- cocraBndarh  IUIaHbl  PE3EPBHOIO | MPOIYKIIMU;

KOIMPOBAHUS; 32- TEpMUHONOTHSI U  METOJIBI

VY3- onpenensaTh WHTEPBAI PE3EPBHOTO | Pe3EPBHOTO KOITMPOBAHUS,

KOIMPOBAHUS; BOCCTaHOBJIEHHE WHPOpMAIUU B

V4- ¢dbopmupoBath TpeOoBaHUs K | ”HQOpPMALIMOHHON CUCTEME;

KOH(UTYpalMK JTOKAIBHBIX KOMIBIOTEPHBIX | 33- TpeOoBaHMs K O€30MacHOCTH

ceTed M CepBEepHOro  O0OpyIOBaHUS, | cepBepa 0asbl TaHHBIX

HeoOXoauMble s paboThl 0a3 JIaHHBIX U

CEpBEPOB B paMKax MOCTaBJICHHON 3a/1auu;

V5- pa3palaTbIBaTh MIOJIUTUKY

oe3omacHocTrn SQL cepBepa, 0a3bl TaHHBIX

U OTHEIbHBIX 00BEKTOB 0a3bl JaHHBIX

OcBoeHne  coiepaHUs  y4yeOHOW  TUCHUIUIMHBI ~ OOECHeurMBaeT  JOCTHIKECHHE

OOy4arolMMHUCS 1IEJeBBIX OPUEHTHUPOB BOCMUTAHHS B COOTBETCTBUU ¢ [Iporpammoit

BOCIIMTaHUS.

2. KOAU®UKATOP OHEHOYHbBIX CPEJICTB

O yHKIMOHAIBHBIN IIPU3HAK
OLICHOYHOT'O CPEJCTBA (THUII
KOHTPOJIBHOTO 3aJJaHUs)

Merton/dhopma KOHTPOJIS

CoOecenoBanue

VYcTHBIN onpoc, FK3aMeEH
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HpaKTI/ILICCKI/Ie 3aJaHusA HpaKTI/I‘IeCKI/Ie 3aHATHUA

TCCT, TECTOBOC 3aJaHUC TeCTI/IpOBaHI/Ie, 9K3aMCH

3. CUCTEMA OLIEHKH OBPA30OBATEJBHBIX JTOCTUKEHUN OBYUAIOIIUXCS
ITO KA’ KAOMY ONEHOYHOMY CPEJACTBY

O1eHKa MHIMBUIYAIIbHBIX 00pa30BaTEIbHBIX TOCTHKCHUH 110 PE3y/IbTaTaM TEKYIIETO
KOHTPOJIS YCIIEBAEMOCTH U TIPOMEKYTOYHOM aTTECTAUU MTPOU3BOUTCS B COOTBETCTBHUHU C
YHUBEpCAIbHOM MmIKanon (Tabauma).

[Tporent KayecTBeHHast OIICHKAa WHAWBUYAIBHBIX 00pa30BaTeIbHBIX
PE3yJIbTaTUBHOCTH JOCTHXKCHUI
(MpaBUIIbHBIX OTBETOB) Oat (OTMETKA) BepOaIbHBINM aHAJIOT
90 - 100 5 OTJIIMYHO
80 - 89 4 XOPOIIO
70-79 3 YIIOBJICTBOPUTEITHLHO
meHee 70 2 HEYIOBJIETBOPUTEIILHO

Kpurepuu o1ieHKH OTBETOB B X0J1€ YCTHOI'O OIpoca

OneHuBaeTcs MPaBUIILHOCTH OTBETA 00YYAarOIIErocst Ha OJUH U3 IPUBEACHHbIX
BONpPOCOB. [Ipy 3TOM BBICTaBIIAIOTCS CIEAYIOIINE OLIEHKU:

«OTINYHO» BBICTABIIAETCS MPU COOIIOACHUU CIEIYIOIUX YCIOBUIL:
- IIOJHO pacKpbUl cOJAep)kaHUe Marepuaiga B oO0beMe, MPEeIyCMOTPEHHOM MpPOrpamMMoil,
CoJiepKaHueM JICKIIUHN U y4eOHUKOM;
- M3JI0XKWJI MaTepuaj rPaMOTHBIM A3bIKOM B ONPEEIEHHOM JIOTHYECKON MTOCIEA0BATEIbHOCTH,
TOYHO UCHOJb3Ys CIELUAIN3UPOBAHHYIO TEPMUHOJIOTHIO U CUMBOJIMKY;
- MOKa3aJl yMEHUE WIIIOCTPUPOBATh TEOPETUUECKHUE IMOJIOKEHUS KOHKPETHBIMU MPUMEPAMH,
MIPUMEHSTh UX B HOBOM CUTYallMH NPH BBIOJIHEHUHU PAKTUYECKOTO 3aJaHMs;
- TIPOJEMOHCTPHUPOBal  YCBOGHHE pPaHEE  M3YyYEHHBIX  COMYTCTBYIOIIMX  BOIIPOCOB,
c(OPMHPOBAHHOCTh M YCTOHUMBOCTb UCIIOJIb3YEMBIX ITPU OTBETE YMEHHUI U HAaBBIKOB;
- OTBEYaJl CAMOCTOATEIbHO 0€3 HaBOAIIMX BOMPOCOB Mpernoaasaress. Bo3MoxHbI 0/1Ha-/1Be
HETOYHOCTH IIPHU OCBEIIEHUH BTOPOCTENIEHHBIX BOIIPOCOB UJIM B BBIKJIAJKAX, KOTOPHIE
oOyuyaroIuiics JIETKO UCTIPaBUII 110 3aMEYaHHUIO MPernojaBaTels.
«XO0pomIo» - OTBET YJOBJIETBOPSIET B OCHOBHOM TPEOOBAaHUSAM Ha OLIEHKY «5», HO IPU
3TOM UMEET OJMH U3 HEJIOCTATKOB:
- B UBJOXKEHMHU JIOMYIIEHbl HeOoJbpIIMe NpoOenbl, HE MCKA3HUBILIME JIOTHYECKOTOo U
MH(POPMALIMOHHOTO CO/IEPIKAaHUS OTBETA;
- JIONyILEHbl OJIWH-[BA HEJOYEeTa TpPU OCBELICHHMH OCHOBHOI'O COJEpXaHWsS OTBETa,
WCIIPABJICHHBIE 110 3aMEYaHUIO MTPENOJaBaTeNs;
- JIOMYIIEHbI OLINOKA WK O0Jiee IBYX HEJ0UYETOB IIPHU OCBEIIEHUH BTOPOCTETIEHHBIX BOIIPOCOB
WIN B BBIKJIQJIKaX, JIETKO HCIIPABIICHHBIE 110 3aMEYaHHIO MPETNOAaBaTENs.
«Y IOBJIETBOPUTENILHOY BBICTABIISIETCS IIPU COOJIIOACHUH CIEAYIOIUX YCIOBUI:

- HEMOJIHO WJIM HEMOCJEI0BAaTENIbHO PACKPBITO COJEp)KaHHE MaTepuana, HO MOKa3aHO oolliiee
[IOHMMAaHHUE BONpPOCA W MPOJAEMOHCTPUPOBAHBI YMEHMs, IOCTATOYHBIE /i JajbHEHILIEro
YCBOGHHMSI TMPOTPaMMHOIO MarepHaja, HMENIUCh 3aTpyJHEHHUs WJIM [JOMYIIEHbl OLIMOKH B
OTpe/ieNIeHUU TOHATHI, UCIOJIB30BaHUU TEPMHUHOJOTUU U BBIKJIAJIKaX, UCIPABJICHHbIE IOCIIE
HECKOJIbKMX HaBOJSIIUX BOIIPOCOB MPENO1aBaATENS;
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- 00yyYaroluics He CIpaBWICS C MPUMEHEHUWEM TEOPUU B HOBOM CHUTYAIlMU MPHU BBINOTHEHUU
MPAKTUYECKOT0 33/IaHUsl, HO BBIMOJHUI 3aJaHUs 0053aTeIbHOTO YPOBHS CIOKHOCTU O JTAHHOM
TeMe;
- NpU 3HAHUM TEOPETUYECKOrO0 MaTepHala BBISABJICHA HEIOCTaTOYHAs CHOPMUPOBAHHOCTH
OCHOBHBIX YMEHUH U HABBIKOB.

«HeynoBneTBOpUTENbHO» BBICTABIISIECTCS MPU COONIOICHUN CIIETYIOIINUX YCIOBHIL:
- HE PACKPBITO OCHOBHOE COJIEP>)KaHNE yUEOHOI0 MaTepHraa;
- O0HapyXEHO HE3HAHWE WM HEMOHMMaHHWe oOydaromumcsi Oosbiiel win Hanboyiee BaXHOU
yacTu yueOHOro MaTepuarna;
- JIOMYIICHBI OMIMOKHM B OMPEACIICHUU TOHSATUH, MPH KCIOJb30BAHUN TEPMUHOJIOTHA U HHBIX
BBIKJIa/IKaX, KOTOPbIE HE HCIIPABJICHBI MOCIE HECKOIbKUX HABOSIIUX BOIPOCOB MPEIOAaBaTelIs;
- oOyuaromuiics OOHApyXHWJI TOJHOE HE3HAHHWE W HEMOHMMaHUE H3y4yaemMoro y4eOHOro
MaTepuaga WM HE CMOI OTBETUTh HM HAa OJMH U3 IMOCTABJICHHBIX BOIPOCOB [0 H3y4aeMOMY
MaTepuany.

KpuTepuu OeHKH BBITOJHEHHOTO MTPAKTUIECKOTO 33 1aHHUs

Onenka 5 ctaBuTCs 3a paboTy, BHITOTHEHHYIO IMOJTHOCTHIO 0€3 OLMOO0K U HEI0UETOB.

Onenka 4 craBuTCS 32 padOTY, BHIMOJHEHHYIO MOJHOCTHIO, HO MPU HaJIMYUU B HEMl HE
0oJsiee 0THOM HeTpyOOl OIMOKK U OJJHOTO Henou€Ta, He Oosee TpEX HEeA0UETOB.

Onenka 3 craBUTCS, €cnU OOyYarolIMiicsl MPaBWJIBHO BBIMOJIHWI HE MeHee 2/3 Bceil
paboThl WM TOMYCTUI He Oojee oJHOM rpy0oil ommOKu U ABYX HEAOYETOB, HEe Ooyiee OTHOMU
rpy0oit u onHO#l He rpyOoil omuOKu, HEe Oojee TPEX HErpyObIX OMMOOK, OAHOW HErpyoou
OLIMOKHU U TPEX HEAOUYETOB, IPU HATMUUU YETHIPEX-TISITU HEAOUYETOB.

OrnenHka 2 CTaBUTCS, €CJIM YHUCIIO ONMTMOOK M HEOYETOB MPEBBICKUIIO HOPMY ISl OIICHKH 3
WJIH MIPaBUJIBHO BBIMOJTHEHO MeHee 2/3 Bcell paboThl.

Onenka 1 ctaBuTCs, €ciu 00y4YarONIMiicss COBCEM HE BBITIOJIHWI HU OJTHOTO 3a/IaHHsL.

Kputepuu o11eHKY BBITOJIHEHHOTO TECTOBOTO 3aaHUs
Pe3ynbprar arTecTalimOHHOTO MEIarorHYecKOro M3MEpeHHsl MO y4eOHOW AMCHUILIMHE
OcHoBbI MHGOPMAITMOHHOW 0€30MaCHOCTH JJIsi KaKJIOTO O0YyYaromierocsi MpeacTaBisieT co0oit
CyMMY 3a4T€HHBIX TECTOBBIX 3aJaHUN 1O BCEMY TECTy. 3auYTE€HHOE TECTOBOE 3aJaHue
COOTBETCTBYET OJTHOMY Oasty.
Kpurepuem ocBoeHust yueOHON AUCIUIUIMHBI JUIsI 0O0YUYarOIIETOCs SBISETCS KOJIUYECTBO
MPaBUJILHO BBIMIOJHEHHBIX 3a7aHuil Tecta He MeHee 70 %.
JIns  OLEeHKM pe3ynbTaTOB TECTUPOBAHMS NPEAYCMOTPEHA CleAylolas CHUcTeMa
OLICHUBAaHUS 00PA30BATENbHBIX JOCTHKEHUI 00yJarOIIMXCS:
- 3a KaKIbIH MPaBUIBHBIN OTBET cTaBUTCS 1 Gam;
- 32 HEeTPaBWIbHBIN OTBET - 0 OaIIoB.
TecToBBIE OIIEHKHM MOXKHO COOTHECTH C OOIIENPUHATON NATHOAUIBHOW CHCTEMOM.
OueHrBaHUE OCYILIECTBIISIETCS MO CIEAYIOLIEH CXeMe:

[poueHT KayecTBeHHast OlleHKa UHAMBUYAIbHBIX 00pa30BaTeIbHbBIX
Pe3yIbTaTUBHOCTH JOCTHXEHUH
(MpaBUIIBHBIX OTBETOB) Oan (oTMeTKa) BepOaJIbHBIN aHaIoT
90 - 100 5 OTJIMYHO
80 -89 4 XOPOIIIO
70-79 3 YIIOBJICTBOPUTEIHLHO
menee 70 2 HEYJIOBIETBOPUTEIHHO
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KpuTepuu o11eHKH B X0J1€ SK3aMeHa

OTBeT OIEHHMBAETCS HA «OTIMYHO», €CIAM  OOYYaroIIMICS  HCYEPIBIBAIOILE,
MOCJIeI0BATENbHO, TPAMOTHO U JIOTMYECKH CTPOMHO M3JIaraeT MaTepual 1o Borpocam OuieTa, He
3aTpyJHSETCSl C OTBETOM IPU BUIOW3MEHEHUHU 3aJlaHusl, CBOOOJAHO CIPABISETCS C pELICHHEM
MPAKTUYECKHX 33714 U CIIOCOOeH 000CHOBATh MPUHSTHIE PELICHHUS], HE JOMYCKAaeT OINOOK.

OTBeT OLEHUBACTCS Ha «XOPOIIO», €clu O0yJarouuiicss TBepAO 3HAET MPOTrPaMMHBII
MaTepuai, FPaMOTHO U IO CYIIECTBY €ro MU3JIaraeT, He JIOMYCKAaeT CYIIECTBEHHBIX HETOYHOCTEH
IIpU OTBETAX, YMEET I'PaMOTHO IPHUMEHATh TEOPETUYECKUE 3HAHUS Ha IMPAKTUKE, a TaKKe
BJIa/ieeT HEOOXOUMBbIMU HABbIKAMU PEIICHUsSI MPAKTUYECKUX 3a/1a4.

OTBeT OlLIEHUBAETCS Ha «YJOBIETBOPUTEIBHOY», €CIM OOYYaroIIMICs OCBOMI TOJBKO
OCHOBHOI MaTepuan, OJHAKO HE 3HAeT OTIENbHBIX JeTajeil, J0myckaeT HETOYHOCTH U
HEKOPPEKTHbIE (DOPMYTUPOBKH, HAPYIIAET IOCIEIOBATEIBHOCTh B W3JIOKCHUHM MaTepuaia |
WCIBITHIBACT 3aTPYAHEHUS IIPH BBHITOJTHEHUH MPAKTUYECKUX 3a/1aHUM.

OTBeT OIllCHMBAeTCA Ha «HEYIOBJICTBOPUTEIHLHO», €CIM OOYYaIOIIUICS HE PacKpbLI
OCHOBHOE COJIEp)KaHHE MarTepuajja, JOIYyCKAeT CYIIECTBEHHBIE OIIMOKH, C OOJBIIMMHU
3aTpyJHEHUSIMU BBINOJIHSET IPAKTUUYECKHUE 3a/1aHuUsl.

4. BAHK KOMIIETEHTHOCTHO-OLUEHOYHBIX MATEPHUAJIOB 1151 OHEHKH
YCBOEHUW S YYEBHOW JUCHUILINHBI

4.1 Texkymmii KOHTPOJIb

4.1.1. TIPAKTUYECKAS PABOTA

Kommiekt omnenounsix 3amanuii Nel mo Paspmeny 2. IIporpamMmHO-TEXHHUYECKHE CpPElICTBa
obOecnieuenus uHpopmannoHHou Oe3omacHocTH, Teme 2.1. CpenctBa ympaBiieHHs JOCTYIIOM
(AyautopHast caMmocTosTENbHAsI padoTa).

HasBanne: M3y4uenue cpeacTB yrpasieHus JOCTYIIOM.

3anaHue:

1. 3yuure cpencTBa paboThl C YUETHBIMH 3alMCSIMU M0JIb30BATEINEH.

2. 3yunte cpeacTBa pa3rpaHUveHus JIOCTYIIa IOJIb30BaTeNel K (aiiiaMm u markam.

3. M3yunte nporpaMMHbIe CpeACTBa JAJIsl TEHEPUPOBAHUS U XPAHEHUS MapOJIeH.

Kommnexr onenounsix 3amanuii Ne2 mno Paszpmeny 2. IlporpamMMHO-TeXHMYECKHE CpeACTBa
obecrieyeHnss MHQpOpMalmoHHOW Oe3onmacHocTtH, Teme 2.2. Kpunrorpaduueckue cpeacrsa
3amuThl HHpopMaluu (AyAUTOpHAs CaMOCTOsTENbHAs paboTa).

Hazpanue: M3yueHne METO0B CUMMETPUYHOTO MIU(PPOBAHUS.

3ananue:

1. OcymectBute mHdppoBaHUE YKA3aHHOTO TEKCTAa METOJaMH: IMPOCTOM TEPEeCTaHOBKH,
MepeCcTaHOBKHU MO0 MapuIpyTy, mudpom Llezaps.

2. OcymiecTBuTe pacmmdpoBaHUe YKa3aHHOTO TEKCTa 3amr(poBaHHOTO MeToI0M BrkuHepa.

3. OcymectBute  pacmimppoBaHUE  YKAa3aHHOTO  TEKCTa  3alIM(POBAHHOTO  METOAOM
raMMUPOBaHUSI.

Kommnekr oneHounbix 3aganuid Ned mno Pazgeny 2. IIporpaMMHO-TEXHHYECKHE CpPEICTBA
obecriedeHuss MHQpOpManmoHHOW Oe3onmacHocTH, Teme 2.2. Kpunrorpaduueckue cpeacrsa
3amuThl HHGOpMaluu (AyAUTOpHAs CaMOCTOsITENIbHAs paboTa).

Hazpanue: M3ydyeHue nporpaMMHBIX CpeCTB MK(poBaHus MHGOpMAIUH.
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3anaHue:

1. Mzyuute crannaptHbie cpeactra mmudpobanus OC.

2. VI3yunte BO3MOKHOCTH CPEICTB MH(PPOBAHUS MPOTPAMM-apXHUBATOPOB.

3. M3yunTte BO3MOKHOCTH CIIEIUATM3UPOBAHHBIX MPOTPaMM TSI UG POBAHUS JAHHBIX.
4. VI3yuute cpeCcTBa CO3AaHUS U MPOBEPKHU KOHTPOJIBHBIX CYMM.

Kommiiekt onenounsix 3amanuit Ne4 mo Paspeny 2. IIporpaMMHO-TEXHUYECKHE CpeIcTBa
obecnieyenuss nHGopManmonHoi 6e3onacHoct, Teme 2.3. Cpencrsa 3alIUThl OT BPEIOHOCHBIX
nporpamM (AyIuTOpHAs cCaMOCTOsTeIbHAs padboTa).

Ha3zpanue: M3yuenue paboThl aHTUBUPYCHOM ITPOrpaMMBl.

3aganue:

1. 3yuute BO3MOXKHOCTH BCTPOSHHOT'O CpeicTBa aHTUBUpYcHOU 3amutbl OC Windows.

2. 3yunTe BO3MOKHOCTH aHTUBUpYCHOM yTuauTel Dr.Web Curelt.

3. Ocy1iecTBUTE MHCTALISINIO U HACTPOHKY aHTHBHPYCHOW MTPOTPAMMBI U €€ BO3MOKHOCTH.

Kommiekt onenounsix 3amanuit NoS mo Paspmeny 2. IlporpamMMHO-TEXHHUYECKHE CpPEICTBa
obecriedeHuss HHPopManMOHHOW Oe3omacHocTH, Teme 2. CpencTBa pe3epBHOTO KOIUPOBAHHS
(AyautopHasi caMmocTOsATeNbHAs paboTa).

Haspanue: M3yueHue cpefcTB pe3epBHOIO KOMHUPOBAHUSI.

3ananue:

1. I3yunTe BO3MOXKHOCTH CTaHAAPTHBIX CPEACTB pe3epBHOro konupoBanus OC.

2. VI3yunte BO3MOKHOCTH CHEIIMATH3UPOBAHHBIX CPEJICTB PE3EPBHOTO KOMMPOBAHHMS.

3. 3yunte 0CHOBHBIE METOBI PE3EPBHOTO KONMMPOBAHMUS: TOIHOE, thddepeHnnansaoe,
MHKPEMEHTAIIbHOE.

KomriekT onenounbix 3ananuit Ne6 mo Pazaeny 4. OpraHu3aiiioOHHO-TEXHUYECKHE U PEKUMHbBIE
MeToAbl obecriedeHus: MHPOpMAIMOHHON Oe3omacHocTH, Teme 4.1. IlpouemypHsiii ypoBeHB
nH(popMaMoOHHON O6e30macHOCTH (AyIUTOpHAS CaMOCTOSITeNIbHAS paboTa).

Haspanwue: Opranuzanus Gpu3nMYecKoil 3aUThI U MOAIePKaHUs PA0OTOCIOCOOHOCTH.

3aganue: CocTaBUTh NEPEUYEHb CPEJICTB 3aAIIUTHI CEPBEPHON:

pa3MelieHne, CUTHAIHM3aIUs, CpPelCTBa BUACOHAONMIONIEHUs, oOecreueHne OecrnepedonHOro
MATaHUS, CPEACTB PE3EPBHOTO KOMTUPOBAHUSI.

KomrmnekT onenounbix 3ananuit Ne7 mo Pazneny 4. Opranu3aiiioOHHO-TEXHUYECKHE U PEKUMHbBIE
MeToabpl obecriedeHusi HMHGOPMAIMOHHON Oe3omacHocTH, Teme 4.2. AJIMUHUCTpPaTUBHBIN
ypoBeHb HHGOPMAITMOHHOM Oe30macHoCTH (AyAUTOpHAs caMOCTOsATENbHAs paboTa).

Ha3Banue: AHanu3 NoauTHUKUA HHPOPMAITMOHHON 0€30MaCHOCTH.

3amanme: CoCTaBUTh MOJEIH BO3MOXHBIX yrpo3 W Hapymmtened. I[lpowsBectu aHanmms3
MOJUTUKH WH(POPMALIMOHHOM 6€30MacHOCTH.
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Kommiektr onenounwsix 3amanuidi Ne8 mo Pasmeny 5. KommekcHoe —obecriedeHue
nHpopmanmonHoit 6e3omacHoctu, Teme 5.1. 3amura wuHPOpPMANUM B TMEPCOHAIBHBIX
KOMITbIOTEpax

(AynuTopHas caMoCcTOsITeIbHAs PadoTa).

HazBanue: M3ydenue cpeacts 3amuthl nHGopmaruu B [1K.

3ananue:

[TonGepute KOMIUIEKC CpPEACTB Ui 3alluThl HMH(oOpManuu pabodero MecTa MOJIb30BATENs:
pasrpaHdyeHus] JOCTyNa, AHTUBUPYCHOW 3allUTHI, PE3EPBHOTO KOMUPOBAHUS, MIM(PPOBAHUS,
Oecniepe0OMHOCTH MUTaHMSs, (PU3UIECKOM 3alUThI U T.JI.

Kommiekr onenounsix 3amanuidi Ne9 mno Pasmeny 5. KommekcHoe —obecriedeHue
nHpopManMoHHO Oe3omacHocTH, Teme 5.2. 3ammra MHPOPMALKMU B KOMIBIOTEPHBIX CETAX
(AynuTopHas camocTosiTeIbHas paboTa).

Haspanwue: V3ydyenue cpeacTB 3aIUThl MHOOPMALIUY B KOMIIBIOTEPHBIX CETSIX.

3ananue:

1. M3yuute cpeacTBa MEKCETEBOTO pa3rpaHUUYCHHSL.

2. Vzyuute cpencTna 3aluThl OECIIPOBOAHBIX CETEH.

3. U3yunre cpeacrsa VPN.

4.1.2. TECTOBBIE 3AJIAHUA
KommekT ounenounsix 3amanuit Nel mo Paszpmeny 1. Yrpossl undopmannoHHONW 0€30MacHOCTH,
Teme 1.1. OcHOBHBIE Yrpo3bl M NPUHIHMIIE WHGOPMAIMOHHON OezomacHocTH (AyauTopHas
CaMOCTOSATEIbHAS padoTa).

1. Cnemmdurarus banka tecToBeIx 3amaHuii mo Pasgemy 1. Yrpo3sl mHGOpMaImOHHON
6e3omacHoctu, Teme 1.1. OCHOBHBIE YIPO3bI U IPUHIIUITEI HHPOPMAIIMOHHOM 0€30IaCHOCTH.

2. Conepxannie baHka TECTOBBIX 3aJaHUI

WHcTpykuus: BbIOEpU NpaBUIIbHBIN(€) OTBET(bI).

1. AxTyanbHOCTb U  HENPOTUBOPEYMBOCTh  HMH(POpPMALUM, €€  3allUIIEHHOCTh  OT
PA3PVYIIEHUA u HECAHKIIMOHNPOBAHHOI'O USMEHEHW S, na3siBaeTcs ...

- KOH(UACHINAIBHOCTBIO

+ LIEJIOCTHOCTBIO

- IOCTYITHOCTBIO

2. Bosmoxnocts 3A [TPUEMJIEMOE BPEMS monmyuuts TpeOyeMyro HH(POPMAITMOHHYIO
YCIIyTY, Ha3bIBA€TCA ...

- KOH(UACHINAIBHOCTBIO

- LIEJIOCTHOCTBIO

+ TOCTYIIHOCTEIO

3. Bamummennocts uHPopMarumun ot HECAHKIITMOHNPOBAHHOI'O JIOCTVIIA k Hei,
Ha3bIBACTCH ...

+ KOH(PUIEHIINATILHOCTHIO

- LIEJIOCTHOCTBIO

- IOCTYITHOCTBIO
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4, Yto W3 TEPEYUCIICHHOTO OTHOCHTCS K OCHOBHBIM acmeKkTaM HWHGOPMaIlMOHHOU
Oe3omacHocTU?

+ KOH(PUICHITNATLHOCTh

- 3alMIIEHHOCTD

+ 1LIEJIOCTHOCTH

+ JOCTYIHOCTh

5. Uro w3 mepeyncieHHOro OyneT CYMTaThCd HECAHKIMOHHPOBAHHBIM  JIOCTYIIOM K
uHpopMarmu?

- mopya HHGOPMAIMK B pe3yNbTaTe MPOrpaMMHOTO cOOs

+ octyn K nHGOPMAIKUU O YyXKUM JOTHHOM U TapoJieM

+ Kpaka HocuTenel nHdopmanu

- OJIOKMpOBAHME JIOCTYIIAa 3aKOHHBIX MOJIb30BaTeNel K HH(popManun

6. HecaHKIMOHUPOBAHHBIA JOCTYN K MH(MOpPMAIMUA BEACT K HAPYIICHHUIO, KAKOTO aCIEeKTa
nH(popMaIMoHHOM 0e301macHOCTH?

+ KOH(UIEHITUATBHOCTH

- IOCTYITHOCTHU

- LEJIOCTHOCTH

7. Ilox uckaxxeHuem UHGOpPMALMK TOHUMAIOT ...

- yTpaTy CBOMCTB KOH(PHUACHINATHLHOCTH HHPOPMALTUT

+ mo0oe npeHaMepeHHOe WK CITyJaiiHOe U3MEHEHUE HH(POpMAITUN

- IeNCTBUE, B pe3yJbTaTe KOTOPOro nHbopMaus nepecraer (pu3n4ecku CymecTBOBaTh

8. Ilox yreukoit uHbOpMaIIUu MOHUMAIOT ...

+ yTpary cBOMCTB KOH(UIEHIIMATIbHOCTH HH(OpMaLUU

- mo0oe peTHaMEPEHHOE UITH ClydaifHOe U3MEeHEeHHe HHPOopMaIuu

- ICUCTBHE, B pe3yibTaTe KOTOPOro nHpopmaIus nepecraet Pu3nyecku CyliecTBOBaTh

9. Ilox yamuToxxeHneM HHPOPMAITUU TTIOHUMAIOT ...

- mo0oe IpeTHAMEPEHHOE UITH ClTydaifHOe U3MEeHEeHHe WHpOopMaIuu

+ neicTBUe, B pe3yJibTaTe KOTOPOro HHGOpMaIHs rnepectaet GU3nIecKu CyleCTBOBATh
- IpeIHaMEPEHHOE IeWCTBUE TI0 CO3JaHHIO JIOKHOM HH(OpMaIiu

10. Ilox 6moxupoBaHrEeM MH(DOPMAIIUH TOHUMAIOT ...

- mo0oe mpeTHaMepEeHHOE WIH CIy4aiiHOe U3MEHEeHUe HH(HOpMauu

- ieiicTBUE, B pe3ysbTaTe KOTOPOro HH(OpMaIus nepecraer (Pu3nYeckH CyliecTBOBATH
+ MpeKpalieHne Wiv 3aTpyTHEHHE JOCTYIa 3aKOHHBIX MTOJIb30BaTeNe K HHPOPMAIIH

11. Tlox moxnenkoi nHGOPMAITUH TOHUMAIOT ...

- yTpaTy CBONCTB KOH(PHUACHIINATHHOCTH HHPOPMAITUT

- moboe mpeTHaMepEeHHOE WK CITy9aifHOe W3MEHEeHNe HH(OpMauu
+ mpegHaMepeHHOe JEHCTBHUE MO CO3/IaHUI0 JIOKHOU WH(POpMAIUU

12. Bo3MOKHasi OMAacCHOCTh COBEPIICHUS] KaKOTO-THOO JCHCTBHS MPOTHB OOBEKTAa 3alHTHI,
Ha3bIBAETCH ...
+ yrposou
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- Y3BUMOCTBIO
- aTakou

13. Tlpucymme oOBEKTY CBOWMCTBA, MPUBOIAIIME K HapyIIEHHUIO 0€30mMacHOCTH WMH(OpMaIuu,
00yCJIOBJICHHBIE HEJIOCTaTKaMU Tporecca (PyHKIIMOHUPOBaHHUS 00BEKTa, HA3bIBACTCH . ..

- Yrpo3oii

+ yA3BUMOCTBIO

- aTakou

14. Yem u3 nepeuncnennbix nousatui spisercs [IOITBITKA PEAJIM3ALIMN yrpo3sr?
- YIpo30i

- YSI3BUMOCTBIO

+ arakon

15. Uctounuku yrpo3 nHHOpMalnoOHHON O€3011aCHOCTH MOTYT OBITb ...
+ aHTPONOTr€HHBIMU

+ TEXHOI€HHBIMU

+ CTUXUIHBIMU

- CIIy4ailHbIMH

16. Kakue BUIBI HCTOYHUKOB YTP0O3 HHPOPMAITMOHHOW 0€30ITaCHOCTH MOTYT OBITh BHEITHUMH U
BHYTPEHHUMU?

+ aHTPOIIOr€HHEIE

+ TEXHOTCHHEIC

- CTUXHIHBIE

17. Kakoii W3  TEpeuMcClEeHHBIX  HMCTOYHUKOB  yrpo3  otHocurcs k  BHEIIHUM
AHTPOIIOI'EHHBIM?

+ XaKepol

- yOOpIIHIIBI

- CUCTEMHBIE a/IMUHUCTPATOPbI

- TI0JIB30BATEIN

18. Kakne W3 NEepeuuclIeHHbIX HCTOYHMKOB yrpo3 otHocsates k BHYTPEHHUM
AHTPOITIOI'EHHBIM?

- XaKepsl

+ TI0JIb30BaTEIIN

+ yOopIIHUIIBI

- IOKapHBbIE

19. Kakoii W3  TEPEYMCICHHBIX  WCTOYHHUKOB  yrpo3 ortHocurcss k  BHEIIHUM
TEXHOI'EHHBIM?

- XaKepsl

- HEKQYECTBEHHBIE KOMIIBIOTEPHI

+ cpencTBa CBA3U

- yparassl
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20. Kakoii W3 mepevHclIeHHBIX HMCTOYHUKOB yrpo3 otHocutcss k BHYTPEHHUM
TEXHOI'EHHBIM?

- [10JIb30BAaTEIN

- YOOPIIHIIBI

+ HEKauYeCTBEHHbIE KOMITBIOTEPHI

- Cpe/cTBa CBSI3U

21. Kakue U3 HepeuncieHHbIX HCTOYHHKOB Yrpo3 otHocsTes K CTUXUMHBIM?
- XaKephl

- I0J1b30BaTENN

- yOOpIIHUIIBI

+ yparaHsbl

+ T1oKaphl

22. Kakue BB yiiep6a MOTyT OBITh HAHECEHBI JICTIOBOM peryTaluy OpraHu3anuu?
+ MOpaJIbHBIN

+ MarepuagbHbII

- pusnyeckuit

23. Uro Takoe KaHai yTeuku uHpopmarmu?

+ Qu3uUecKuii myTh OT UCTOYHNUKA UHPOPMALIUH K 3JI0YMBIIUICHHUKY
- IUTaH TOXUIEHHUS WHPOPMALIUH 3TI0YMBIIIICHHUKOM

- KaHaJi gocryna K cetd MaTepHer

24. Kakue 3 epeyrciIeHHbIX KaHAIOB yTeuku nHpopmarun otHocsaTes K OIITUYECKNM?
+ MOAIIAIbIBAHUE 32 U300pa)KEHUEM HAa MOHUTOPE

+ doTtorpadupoBanre JOKYMEHTOB UK SKPAHOB

- IOAICIYILIMBAaHUE IEPETOBOPOB COTPYAHNUKOB

- IepeXBaT AIEKTPOMArHUTHBIX U3Iy4eHUN Kabenei

- IpsIMOE KOITUPOBaHKE, HAIpUMEp Ha (UICIIKY

25. Kakne W3  MepeymcieHHBIX  KAaHAIOB  YT€YKM  WH(POPMAIMM  OTHOCATCS K
MATEPUAJIbBHBIM?

+ OyMakHBIE JOKYMEHTBI B MyCOPHOI KOp3UHE

- ynaneHHble ¢aiiisl B kop3une Windows

- QIIEKTPOHHBIE MOJICITYITHBAIONINE 3aKIAAKH (OKYIKH»)

+ yTepsiHHbIC HOCUTEITN HH(OPMAITHH

26. Kak Ha3pIBaeTCsl KaHAI yTEYKH WH(POpPMAIHHU, NMPH KOTOPOM OCYIIECTBISIETCS (PUKCAnus
aKyCTMUYECKOI'O CUTHaJja IPU BO3ACUCTBUU €r0 Ha CTPOUTENbHBIE KOHCTPYKIUU?

+ BUOpPOAKYCTHUYECKUI

- aKyCTODJIEKTPUYECKUI

- CTPOUTEIBHBIN

- MaTepHaJIbHBII

27. Kakoe u3 IIepeynCIICHHBIX ONpeIelIeHni Harnboiee TOYHO XapaKTepU3yeT MOHATHE XaKep?
+ UT-cnenuanuct, KOTOPbI TOHUMAET CaMbl€ OCHOBBI Pa0OTHI KOMIIBIOTEPHBIX CUCTEM
- 1100011 MoNIB30BaTENb, OCYLIECTBISIONINNA HECAHKIIMOHUPOBAHHBIN TOCTYI K MHPOPMAIUU
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- YCJIOBCK, OCYH.IGCTBJ'I?IIOH_[I/Iﬁ B3JIOM 3alIUTHI JIUIICH3WOHHBIX ITPOTPAMMHLIX IIPOJYKTOB

28. K10 13 nepevncieHHbIX INIYHOCTEH OTHOCUTCS K U3BECTHBIM XaKepaM-B3JIOMIIUKaM?
+ OnaBapa CHoyzeH

+ JlxynuaH AccaHpk

+ KeBun Murnuk

- bunn I'eiitc

- CtuB JIx00c

29. Kak Ha3bIBaeTCs XaKepCcKasi aTaka, OCyIIeCTBIsieMast TP TOMOIIU MTPOTPaMM WIIH YCTPOHCTB
JUIs TIepexBarta M aHaJIn3a CeTeBoro Tpaduxa?

+ cHupuHT MakeToB

- IP-cniypunr

- PHP-nubekus

- OTKa3 B 00CITyKMBaHUU

30. Kak Ha3pIBaeTCs XaKepckas aTaka, KOTJa aTaKyeMbI cepBep HE MOXkeT o0paboTarh
OTPOMHOE KOJIMYECTBO BXOISIIUX MAKETOB?

- COIMAJIbHAST WHKCHEPHS

- IP-ciydunr

- mepenoiHeHue oydepa

+ 0TKa3 B 00CITyKHMBaHUH

31. Yem orimmuaercs DDOS araka ot DOS araxu?

- aTaka OCYIIECCTBIISETCS TPYIIION XaKkepoB

- aTaka OCYIIECTBIISICTCS HA MHOXECTBO CEPBEPOB OJIHOBPEMEHHO

+ aTaka OCYyIIECTBISICTCS ¢ MHOYKECTBAa KOMIIBIOTEPOB Ha OJIUH CEPBEP

32. Kak Ha3zpIBaeTcs HaOOp MpOrpaMMHBIX cpeacT, obecneumBarommx MACKHUPOBKY
00BEKTOB IPU XaKepCKoi aTtake?

- O9KIYp

- TPOSIH

+ pyTKUT

- DDoS

33. Kak  Ha3plBaeTcss  METOJl  OCYIIECTBJICHHS  HECAaHKIMOHMPOBAHHOTO  JOCTyHa K
WH(POPMALMOHHBIM pecypcaM, OCHOBaHHBII Ha 0COOEHHOCTSIX TICHXOJIOTHH YeIoBeKa?

- 4eJI0BEK MO0CepeIuHe

- OTKa3 B 00CTyKMBaHUU

+ conuanbHas MHKEHepUs

34. Kak Ha3bIBaeTCsi METOJ COIMAIbHON HHXKEHEPHUH, TIPU KOTOPOM JKEPTBE MO AIEKTPOHHOU
MOYTE OTMPABIISIETCS] COOOIIEHNE, TTOI/IeTTaHHOE 110 O(DHUITMAIIBHOE TUCEMO — OT OaHKa WU
MIaTEXHOU CUCTEMBI?

- IOPOXKHOE SIOJIOKO

- TPOSTHCKHI KOHb

+ umuHT
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35. Kak Ha3bIBaeTcsi METOJ COLMAIBHOW WHXCHEPHH, PAaCHpPOCTPAHCHHBIH B OOIIECTBEHHBIX
Mmectax (kade, TOProBBIX IICHTpPax, OOIIECTBEHHOM TPAHCIOPTE) TMPH KOTOPOM
37I0YMBIIIJICHHUK MTOICMAaTpUBAEeT HH(POPMALIHIO HA SKpaHE KEPTBBI?

- IOPOXKHOE SI0JIOKO

- T

+ miedeBoi cepuHT

36. Kak Ha3pIBaeTCs METOJ COLMAIBHON MH)KEHEPHH, P KOTOPOM JKEpPTBa cama IpeJyiaraeTt
37I0YMBIIIICHHUKY HYXXKHYIO eMy HH(opMaIuio?

- IPETEeKCTUHT

- pummHr

+ oOparHast couuanbHas MHKXEHEPHS

37. Kak Ha3pIBaeTCsl METOJ] COLMATbHOM WHXXEHEPUU, MPH KOTOPOM 3JIOYMBIIIJICHHUK
no0packiBacT MHPHUIMPOBAHHBIM HOCHTENIh WH(OpPMAIMA B MECTE, TJIe HOCHUTEIh MOXKET
OBITH JIETKO HaieH?

- IPETEKCTUHT

- TPOSTHCKHM KOHb

+ OpOKHOE SI0TO0KO

3. Tabmuna popM TECTOBBIX 3aTaHUN

Bcero T3 W3 Hux xomuuectso T3 B popme
3aKPBITHIX OTKPBITBIX Ha Ha MOPSIOK
COOTBETCTBHUE
mt. % mr. % mr. % mr. %
100% 100 - - -

4, Ta6n1z1ua OTBCTOB K TCCTOBBIM 3aJaHHUAM
BepHLIe OTBETHI OTMEYECHEI 3HAKOM « + », HEBCPHBIC OTMCYCHBI 3HAKOM « - ».

Kommniekt oneHounslx 3amanuit Ne2 mo Pasnmeny 2. IlporpamMMHO-TEXHMYECKHE CpelCTBa
obecriedeHnss MHGoOpMalMOHHOM Oe3omacHocTH, Teme 2.1. CpenctBa ynpaBieHHs AOCTYIIOM
(AyautopHasi caMocTosITeNbHast paboTa).

1. Crnemnduxanus banka TectoBbX 3amanuil no Paszneny 2. IIporpamMMHO-TEXHUYECKHE
cpenctBa obecrieueHus: MHpopmannoHHOW Oe3omacHocTtH, Teme 2.1. CpenctBa ympaBiieHUs
JOCTYIIOM.

2. Conepxanvie baHka TECTOBBIX 3aJaHMA

WHcTpykuus: BeIOEpU NpaBUIIbHBIN(€) OTBET(bI).

1. Jluno wiu nmporiece, IeiCTBHE KOTOPOTO PETrIAMEHTHPYIOTCS PaBUIIaMH pa3rpaHHuCHHS
JIOCTYTIa, Ha3bIBAETCA ...

+ cyObeKTOM

- 00BEKTOM

- KITHCHTOM

- MOJIb30BaTEICM

2. Enwaunna nHGOPMAaIMOHHOTO pecypca aBTOMAaTH3UPOBAHHOMN CHCTEMBI, JTIOCTYT K KOTOPOH
pErIaMEHTUPYETCs IIPABUIIAMU Pa3TPaHUYEHUs JOCTYIIA, HA3bIBACTCH ...
- CyOBEKTOM
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+ 00BEKTOM
- KIIMEHTOM
- (paiiom

3. Kak eme Ha3pIBaeTCS MaHIATHOE YIIPABJICHUE JOCTYIIOM?
+ IPUHYIUTETBHOC

- IPOU3BOJILHOE

- posieBoe

- n30MparTenbHOe

4. Kak emie Ha3bIBaeTCS MPOU3BOILHOE YIIPABICHUE IOCTYIIOM?
- MaH/IaTHOE

+ TUCKPEHUOHHOC

+ n3bupareabHOe

5. B kakoii Mozenu ynpaBieHUus JOCTYIIOM IPUMEHSIOTCS CIIUCKH WJIM MAaTPHIIBI oCcTyra?
- MaHJIaTHOH

+ MCKPELIMOHHON

- poseBoit

- mro0oit

6. B kakoii Mmosenu yrnpaBieHUs TOCTYIIOM IPUMEHSIOTCSI METKU O€301acCHOCTH
(koH(UAEHINAIBHOCTH)?

+ MaHIaTHOH

- IUCKPELMOHHOMN

- POJIEBOM

- II000H

7. UYro onuceiBaeT MeTKa 0€30MaCHOCTH CYObEKTa B IPUHYAUTEIBLHOW MOJIEH YIIPABICHUS
Joctyrnom?

+ ero 0JaroHaJeKHOCTD

- CTeMNeHb ero KOH(MUICHIIMAIBHOCTH

- €ro IpaBa J0CTyIa

- €ro poJib

8. Kro ycTaHaBIHMBaeT paBa JOCTYTIa K KOHKpeTHOMY 06bekTy B JUCKPEITMOHHOM
MOJIEH YIPABIEHUS JOCTYIIOM?

- 11000i1 nosp30BaTENb

- TOJIBKO CUCTEMHBIN aJIMUHUCTPATOP

+ Biazenern o0beKTa

- cama cucrema

9. Kro ycTaHaBIMBaeT paBa I0CTyINa K KOHKpeTHOMY 06bexkTy B MAHITATHOM Monenu
YIpPaBJICHUS JOCTYHIOM?

- JIF000#1 TTOJIE30BaTEIb

- TOJIbKO CUCTEMHBIN aJIMUHUCTPATOP

- BiIazeser 00beKTa

+ cama cucrema
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10. Komy, coriacHO TUCKPEIIMOHHON MOJCITH YIIPABJICHUS JOCTYIIOM, CYOBEKT C ONPEICIICHHBIM
IPaBOM JIOCTYIIa MOXKET NEepeAaTh 3TO MpaBo?

- HU KOMY

- TOJIBKO CUCTEMHOMY aJIMHHHUCTPATOPY

+ mo0oMy Ipyromy CyObeKTy

11. B kako# Mo/ieny yIpaBJICHHs TOCTYIIOM T10JIb30BaTENIb CaM YCTaHABIMBAET MpaBa JOCTyIa K
00BbEKTaM, YbHUMH BJIAACIbIIEM ABJIIETCS?

+ IMCKPELIMOHHOM

- MaHIaTHOM

- poseBoit

- mo0oi

12. 3akpsliTas cucTeMa JUCKPEIUOHHOTO YIIPABICHHS JOCTYIIOM MOAPAa3yMEBAET, YTO
W3HAYAJIBHO ...

+ 00BEKT HE JOCTYIIEH HUKOMY, U B CIIUCKE IIPaB JOCTYIa ONUCHIBAETCS CIIUCOK pa3peleHUi

- 00BEKT JOCTYIIEH BCEM, M B CIIUCKE IIPaB JOCTYIIA OMUCHIBACTCS CIIMCOK OTpaHUYEHUI

13. OtkpsITas cucTemMa IMCKPELIMOHHOTO YIIPABJICHUS IOCTYIIOM MOJIPa3yMeBaeT, UTo
U3HAYaJIbHO ...

- 00BEKT HE JIOCTYIIEH HUKOMY, U B CIIUCKE MPaB JI0CTYIA ONUCHIBAETCS CIIUCOK pa3perieHui

+ 00BEKT IOCTYIIEH BCEM, U B CIIUCKE IIPAB JOCTYyIa OIUCHIBAETCS CIIMCOK OrpaHUYEHUN

14. OcHOBHBIMU NPEUMYILECTBAMU MPOU3BOJIBHOTO YIIPABICHUS JJOCTYIIOM SIBJISIFOTCS ...
+ IpocToTa pean3auu

- IPOCTOTA a]MUHUCTPUPOBAHUS

- BBICOKAsl CTENEHb 0€30M1aCHOCTH

+ rubKoCTh

15. OCHOBHBIM NPEUMYIIECTBOM NPUHYIUTEILHOTO YIIPABICHUSI JOCTYIIOM SIBIISIETCH ...
- IPOCTOTA peATU3ALMH

- IPOCTOTA aIMUHUCTPUPOBAHUS

+ BBICOKasI CTENEHb 0€30I1aCHOCTH

- THOKOCTb

16. Kaxkas Mojiesib yrpaBiieHus TOCTYIIOM ITPUMEHSIETCS B ONEPAIlHOHHBIX cucTeMax Microsoft
Windows?

- MaHJaTHas

+ IUCKpEeMOHHAs

- poseBast

17. B manaaTHOM MOenH 00BEKTY MPUCBOCHA METKA O€30MaCHOCTH «KOH(DHICHIINAIBHOY,
kareropus «oyxranrepus». Kakue CYBBEKTHI moryt umers 1octyn K JaHHOMY O0BEKTY?

+ CeKpeTHO, Oyxrayirep

+ KoH(UIEHIIMANBHO, OyXTanTep

- COBEpILIEHHO CEKPETHO, HHIKEHEP

- 100bIe CyObEKTHI
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18. B manmatHoO# Moenu 00BEKTY IPUCBOCHA METKA 0€30MaCHOCTH «HECEKPETHOY, KaTeTOPHS
«kaapeny. Kakoit CYBBEKT Oyner umMeTh 10CTyH K JAHHOMY OOBEKTY?

- TOJIBKO CEKPETHO, KaJIpbl

- TOJIBKO CEKPETHO, OyXraiurep

- TOJIbKO HECEKPETHO, HHXKEHEP

+ Bce CyOBEKThI

19. B ManmaTHON MOJeNu CyOBEKT UMEET YPOBEHb JOCTYIA «CEKPETHOY, KaTeTOPHS
«oyxrantep». Kakue OB bEKTHI OyayT emy noctynabi?

- COBEPILIEHHO CEKPETHO, OyXTanrepus

+ CeKpeTHo, OyxranTepus

+ KOoH(pUIEHINATBHO, OyXTanTepus

+ HECEeKPETHO, KaJpbl

- CEKpETHO, KaJIphbl

20. Yto u3 mepevrcIeHHOro MOHNMAETE 0T TSPMUHOM IPOTOKOJIUPOBAHKE?

- aHaJIM3 HaKOIUIEHHOH nH(pOpMaIiu

+ cOop 1 HaKoIIeHHE HHDOPMAITIH O COObIMUAX, TPOUCXOIAIINX B MHPOPMAIIMOHHOHN cUcTEMe
- IPOIIECC 3anKcy HH(OPMALIUH O MIPOUCXOAANINX C KAKMM-TO OOBEKTOM COOBITHSX B )KYypHAI

21. Yro n3 nmepeyrciIeHHOro MOHUMAETe 1101 TEPMUHOM KypHAITMPOBaHKE?

- aHAJIM3 HAKOIJICHHOW WH(pOpMaIN

- cOop ¥ HaKoOIUIEHHE HH(POPMAIIH O COObLIMUSAX, TIPOUCXOIAIINX B HH(POPMAIIMOHHOH cHcTeMe
+ mporecc 3anucu HHGOPMAIHH O MTPOUCXOIAIINX C KAKUM-TO 00BEKTOM COOBITHSIX B )KypHAJ

22. Yto U3 mepevrcIeHHOro MOHNMAETE 10T TSPMHUHOM ayIHUT?

+ aHaM3 HaKOIUIEHHON MH(popMannuu

- cOop 1 HaKoIJIeHHE HH(OPMALIUU O COObIMUAX, TPOUCXOAAIINX B UHPOPMALIMOHHONW CUCTEME
- IIpoLeCC 3aUCH HHPOPMALIUU O IPOUCXOAIINX C KAKUM-TO OOBEKTOM COOBITHSX B JKypHAJ

23. Kakue 3a/1a41 MOKHO pelIaTh Ipu MOMOIIHM TPOTOKOJINPOBAHUS U ayaAnuTa?
+ obecredeHne MoJOTYETHOCTH TOJIb30BaTENIeH

+ obecrievyeHue Moi0TYETHOCTH aAMUHUCTPATOPOB

+ BO3MOXXHOCTh PEKOHCTPYKIIUHU MOCIIEI0BATETLHOCTH COOBITUI

+ 00HapyXeHHe MONBITOK HapyIIeHUu HH(HOPMAIIMOHHON 6€30MacHOCTH

- obecrieueHne ayTeHTUPUKAUN

24. Omneparusnslii aynut c ABTOMATHUYECKUM pearnpoBanreM Ha BBISIBICHHbIE
HEIITaTHbIE CUTYallUH, Ha3bIBAETCA ...

+ aKTHUBHBIM

- OIIEpaTUBHBIM

- aBTOMAaTUYECKUM

25. B akTMBHOM ayauTe K OMIMOKaM MEePBOro Pojia OTHOCUTCS?
+ IIPOMyCK aTaku
- JIO)KHOE cpabaThIBaHUE
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26. B akTHBHOM ay/JuTe K OIIKOKaM BTOPOTO POJia OTHOCHTCS?
- IPOITYCK aTaKH
+ JT0)KHOE cpabaThIBaHHE

27. JleficTBHsI, BBINOJIHSAEMbBIC B PAMKAaX MMEIOLIUXCS IIOJIHOMOYHN, HO HAPYILIAIOIINE TTOJIUTUKY
0e30MacHOCTH, HA3bIBAIOTCS — ...

- IPUCBOCHUEM ITOJTHOMOYUI

+ 310ynoTpeOaeHreM MOJTHOMOYUAMU

- HApYLICHUEM MTOJITHOMOYU I

28. Kakue u3 nepednciacHHbIX (PailIOBBIX CHCTEM OTHOCSITCS K KYPHATUPYEMBIM?
+ NFS+

+ NTFS

- FAT32

+ ext3fs

- ext2fs

29. IIpouecc coodieHns: CyObeKTOM CBOETO UMEHU WIIM HOMEPA, C IIeNIbI0 OTIIMYUTH JaHHBIN
CYOBEKT OT APYTUX CYOBEKTOB, HA3BIBACTCS — ...

- aBTOpU3alUeEn

- ayTeHTUpUKauen

+ uneHTuduKanuein

30. [IpenocTaBienne CyObEKTY HEKOTOPBIX MPaB U MPOBEPKa UX HAIWYHS, HA3bIBACTCS — ...
+ aBTOpU3aLME

- ayTeHTUUKaAIeH

- uaeHTuuKanuein

31. Ipomemxypa MPOBEPKH COOTBETCTBUS CyOBEKTa H TOTO, 32 KOTO OH IBITACTCS Ce0s BBIJIATH, C
MOMOIIBIO0 HEKOW YHUKaJIbHON MH(OpMAIIMH, Ha3bIBACTCS — ...

- aBTOpU3aIUeEn

+ ayTeHTH(UKaIen

- uaeHTuuKanuein

32. Uto U3 mepeuncIeHHOT0 MOXKET OBITh «IBYXCTOPOHHUM?
- aBTOpU3AIUSI

+ ayreHTu(dUKAIHS

- uaeHTu(UKanus

33. K kakomy BUYy ayTeHTH(PHUKAIMOHHBIX CYIITHOCTEH OTHOCSATCS TApOIIH?
- HEUTO, Ye€M BJIAJICET CYObEKT

+ HEe4YTo, YTO 3HAET CYOBEKT

- HEYTO, YTO ABJISACTCA YaCThIO C}’6T)eKTa

34. K xakomy BHIy ayTeHTH()UKAIMOHHBIX cymHOcTel oTHOCcHTCsS USB-Kimrou?
+ HEYTO, YeM BJaJieeT CyOBbeKT

- HEYTO, 4TO 3HAET CYyOBEKT

- HEYTO, 4TO SBJISIETCS YacThIO CYOBEKTa



43

35. K xakomy BuIy ayTeHTU()UKAIMOHHBIX CYIIIHOCTEH OTHOCSATCS OTIEYaTKH MaJbIeB?
- HEYTO, YeM BJIAZICET CYOBEKT

- HEUYTO, YTO 3HAET CyOBEKT

+ HEYTO, YTO SBJIAETCS YaCThIO CyObeKTa

36. K xakomy Buy ayTeHTU()UKALMOHHBIX CYIIIHOCTEH OTHOCUTCS CceTuaTKa riasa?
- HEUYTO, YEM BIIA/ICET CYOBEKT

- HEYTO, YTO 3HAET CYOBEKT

+ HEYTO, YTO SIBJISICTCS YACThIO CyObeKTa

37. Yto u3 nepeunciennoro orHocutcst K DU3NOJIOT'MYECKHUM 6uomerpuueckum
XapakTepUCTUKam?

- TOJIOC

+ OTIIEYaTKU NAJIbLICB

- IOYEpK CyOBheKTa

+ ceTyarka rijasa

+ dopMa KUCTH pyKH

38. Uro u3 nepeuncinennoro otnocurcs k [IOBEJAEHUECKHUM 6uomerpuyeckum
XapakTepUCTUKam?

+ roioc

- OTIEYATKH NAJIbLIEB

+ nouepk cyobekrTa

- ceTyaTka Iiasa

- opma kucTH pyKu

39. BeiOepu /1Ba BEPHBIX yTBEPHKIECHHS.

+ BBOJI TapoJIsi MOXKHO MOJICMOTPETh

+ I1aBHOE JOCTOWHCTBO MapoJbHON ayTeHTU(UKAIUN — IPOCTOTA U MPUBBIYHOCTh
- 1apoJIb HEBO3MOKHO 110100paTh

- IapoJIbHas ayTeHTU(UKAIMS 007a1aeT OUeHb BHICOKOH HaIeKHOCTBIO

40. Yro U3 nepeyrcieHHOr0 MPUMEHSETCs Il OBBIILIEHHS HAIeKHOCTH NapOJIbHON
ayTeHTH(pUKauu?

- HCIIOJIB30BAHKE €AMHOIO TapoJIs [UIsl BCEX CEPBUCOB

+ MCIOJIb30BaHKUE OJJTHOPA30BBIX Maposen

+ OrpaHHYEHHE YUCIIa HEYJAYHbIX ITONBITOK BBOJA

+ nepuoInYecKasi CMeHa napoJien

41. Kakue u3 npuBeneHHbIx npumepoB naposneir MOXHO cuutaTth HagexHbIMUA?
+ g1f2h3j4k5m6

- c1%d

- lBan liBanoBuu

+ y&7h2*sv

42. Tlouemy nmaposs Tuna «c1$d» cunraercs HE nanesxHpim?
+ CJIIMIIKOM KOPOTKHM
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- UCIIOJIB3YIOTCS LIU(PBI
- HE UCTOJb3YIOTCS] CUMBOJIBI KUPHILTHIIBI

43. Tlouemy mapons Tuna «MBan MBanoBuu» cunrtaercs HE nHage:xxabim?
- CJIMIIKOM KOPOTKHI

+ He UCTIONB3YIOTCS HU(PBI

+ HE UCIIOJIB3YIOTCSA CIEIICUMBOJIBI

+ UCTOJIBb3YeTCsl OCMBICICHHBIN HAOOP CUMBOJIOB

44, Kakue u3 npuBeaeHHBIX TpumepoB napoiieid HEJIb3S cunrars HanexHbIMU?
+ 1234567890

- g1f2h3j4k5m6

- y&7h2*sv

+ Password

45. Kaxkoit meToa naposiabHOi ayTeHTUUKaUU OoJiee HafeKeH?
+ Ha OCHOBE OJJHOPA30BBIX MAPOJICH
- Ha OCHOBE MHOTI'OPa30BBIX IMapoJiei

46. Unentudukanus, ayreHtudukanusi. Beioepu BepHbliit oTBeT. UTO npecTasiser codoi
nporpaMMHbIid poaykT Kerberos?

+ cepBep ayTeHTU(DHUKAIIUU

- cepBep uACHTUDUKAIIS

- LICHTP aBTOPHU3AINU

47. TIpOUCXOIUT JIK ITPU UCIIOJIB30BaHUH MTporpaMmMHoro mpoaykra Kerberos nmepemaua mapouieit
o cetu?

+ HEeT

-ma

48. YTo n3 mepeuncIeHHOr0 OTHOCHUTCS K CPEICTBAM HICHTU(PHUKAINU?
+ [l Tpux-xon

+ RFID

+ buomerpus

- [Tapons

49. Yro u3 mepeuncIeHHOr0 OTHOCUTCS K CPEJICTBAM ayTeHTU(UKAIHN?
- Htpux-kox

- RFID

+ buomerpus

+ [Taposb

3. Tabnuna popM TECTOBBIX 3adaHUN

Bcero T3 W3 Hux xomuuectso T3 B popme
3aKPBITHIX OTKPBITBIX Ha Ha TOPSIIOK
COOTBETCTBHUE
mt. % mt. % mt. % mt. %
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100% 100 - - -

4, Tabauia OTBETOB K TECTOBBIM 3aJaHUSIM
BepHbie 0TBETHI OTMEUEHBI 3HAKOM « + », HEBEPHbIE OTMEUECHBI 3HAKOM « - ».

Kommnekr onenounbix 3aganuid Ne3d mo Pazgeny 2. IIporpamMMHO-TEXHHUYECKHE CpPEICTBA
obecrieuenuss wHGoOpMaMoHHOW Oe3omacHocTd, Teme 2.2. Kpunrorpaduyeckue cpeacrtsa
3anThl HHpopMaKK (AyIUTOpPHAs CaMOCTOSATENbHAs paboTa).

1. Cnemudukamus banka tectoBbIX 3amanuii mo Pazmeny 2. [IporpaMMHO-TeXHUYECKHE
cpeactBa oOecrneyeHus uH(popManMoHHON Oe3zomacHoctu, Teme 2.2. Kpunrorpaduueckue
CpeICTBa 3aIIUTH HHPOPMAIIH.

2. Comepxanue baHka TECTOBBIX 3adaHUI

WHcTpykuus: BbIOEpU NpaBUIIbHBIN(€) OTBET(BI).

1. HccnenoBaHue BO3BMOXKHOCTH aemmdpopanus nadopmanuu bE3 3HAHU S KITFOUEH,
Ha3bIBAETCH ...

+ KpHUNTOAHAIIN30M

- KPUIITOJIOTHEI

- KPUIITOCTOMKOCTBIO

2. Kaxkoe monsitue BKIIOYaeT B ceOs qpyrue asa’?
- KpUINITOAHAIU3

- KpunTorpagus

+ KPHUIITOJIOT U

3. Ilpomnecc uzpneuenus oTkpoiToro rekcra bE3 3HAHU S kpuntorpaduueckoro kirova Ha
OCHOBE U3BECTHOTrO MIM(POBAHHOTO TEKCTA, Ha3bIBAETCH ...

- pacuugppoBaHHEM

- KPUIITOJIOTHEN

+ nemmgppoBaHuEeM

4. Tlporuecc u3BaeueHUs! OTKPHITOTO TEKCTa U3 3aIU(POBAHHOIO C UCTIOIb30BAaHUEM
KpUNITOrpauuecKoro Kiroya, Ha3bIBaeTCs ...

+ pacudpoBaHreM

- KPUIITOJIOTHEN

- nemunppoBaHUEM

5. Kakoit metox mmdposanus ucnoasizosan Onuii Lesaps?
- mHU(poBaHUE TaMMHUPOBaHUEM

+ mudpoBaHue 3aMeHOM

- muQpoBaHUe MePecTaHOBKOM

6. Cawmblii gpeBHMI IM(PPOBaHHBIN TEKCT, HAalIeHHBIN B MeconoTaMuu, COAEPIKUT
MH(OPMALIHUIO ...

- 0 perernTe Oab3aMUpOBaHU Tena apaoHa

- 0 peuente OeccMepTUs

+ 0 penienTe raa3ypu Ui FOHYapHBIX U3EIUN
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7. B Jlpeneii I'perun o cBenenusim [imytapxa ucnosp3oBaioch mudpyroliee yCTpoincTBO —
CKUTaJb, KOTOPOE MPEICTaBISIIO0 COOOH ...

- KOHYC

+ OUINHAP

- map

8. Kpunrorpaduueckue METO b1, UCIIOIB3YIONIUE U TSl IIU(PPOBAHUS, U IS JCTIU(PPOBAHHS
OJIMH 1 TOT XE KJIKOY, na3biBarorcs ...

- METOJJaMH aCUMMETPUYHOTO IU(PPOBAHUS

+ METOJlaMl CUMMETPUYHOr0 MK (poBaHUs

9. Ilpu cummeTpruaHOM UG POBAHUU COOOIICHHUE MU(PYETCS TPHU TOMOIIIH . ..
- IBYX KJIFOYEH

+ 3aKpBITOTO KJII0Ya

+ OJHOI'0 U TOI'O JK€ KJII04a

- OTKPBITOTO KJIt0Ya

10. K kakuM MeTo1aM OTHOCUTCS I poBaHue 1o Tadnuie Buxenepa?
- aCCUMETPHYHBIM
+ CUMMETPUYHBIM
- M TEM | IPYTUM

11. Yro u3 mepeyrciIeHHOro OTHOCUTCS K METOJJaM CHMMETPHUYHOTO M (pOBaHUs?
+ mudpoBaHre raMMUPOBAHUEM

+ mudpoBaHue 3aMEeHON

+ mudpoBaHue nepecTaHOBKOM

- mudpoBaHUE C OTKPHITHIM KITFOYOM

12. Kak Ha3bpiBaeTcs UPpOBaHUE 3aMEHOH, ITPH KOTOPOI HCIIOIB3YeTCs] HECKOIBKO an(aBUTOB?
- MOHO()OHHYECKOE
+ nonuangaBUTHOE
- MHOTOKOHTYPHO€

13. Kak Ha3bIBaeTCs mM(ppoBaHKE 3aMEHOM, IPU KOTOPO AJIsl PEIKO BCTPEUAIOIINXCSI CHMBOJIOB
MPUMEHSIOT OAWH alI(haBUT, a ISl 4aCTO BCTPEUYAIOIIUXCSI — HECKOJIBKO?

+ MOHO(OHUYECKOE

- nosinan(aBUTHOE

- MHOTOKOHTYPHO€

14. K xakomMy MeTO/ly OTHOCHUTCS 1M poBaHue 1o tadmuie Buxenepa?
- muQpoBaHUE TAMMHAPOBAHHEM

+ mudpoBaHue 3aMEHOM

- U poBaHNE EPECTaHOBKOM

15. IpaBuno noruueckoit SIKBUBAJIEHTHOCTU rnacut: npu ClioKeHUH ABYX OJIMHAKOBBIX
CHUMBOJIOB TOJYYaeM ...

- IOTUYECKYIO ETMHUILY

+ JIOTUYECKUI HOJb
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16. llIndpoBanue ¢ UCIIOIH30BAHUEM B KQ4€CTBE TAMMBI CIIOBOCOYECTAHUS
«aBTOMAaTU3UPOBAHHBIE HHPOPMAIIMOHHBIE CUCTEMBI», OTHOCUTCS] K TAMMHUPOBAHHUIO C ...

- OECKOHEYHOM raMmoii

+ KOHEYHOH JJIMHHOM raMMOit

- KOHEYHOM KOPOTKOW raMMOM

17. lludpoBanue ¢ UCHOIBL30BaHUEM B KauecTBE TamMMbl uucia [1u, oTHOcHTCS K
raMMUPOBAHHUIO C ...

+ OECKOHEYHOM raMMOi

- KOHEYHOM JJIMHHON raMMOM

- KOHEYHOM KOPOTKOW raMMOM

18. Kpunrorpaduieckre METO b, UCTIOIB3YIOIIHE U A U(POBaHUs, U s Aemn(poBaHus
JIBA Pa3HBIX KJIFOYA, OJJUH U3 KOTOPBIX 3aKPBITHIA, APYTOi OTKPBITHIN, HA3BIBAIOTCA ...

+ METoJIaMl aCHMMETPHUYHOTO MIH(DPOBAHHUS

- METOJIaMU CUMMETPUIHOTO MH(PPOBAHUS

19. ITpu acummerpuanom [HIMOPOBAHUNU coobiienune mudpyercs mpu MOMOIIIH ...
- 3aKPBITOTO KITFOYa

- OJIHOTO U TOTO K€ KIII0Ya

+ OTKPBITOTO KIIFOUYa

20. IIpu acummerpuunom [HIMOPOBAHUNMU coobmienue pacuindpoBbIBacTCs MPU MOMOIIH .. .
- 0e3 Kimoven

+ 3aKpBITOTO KIIF0Ya

- OTKPBITOTO KJTFOYa

21. YTo U3 epeUynCIIEHHOTO OTHOCHTCS K METOIaM aCUMMETPUIHOTO MIH(pOBaHUs?
- mupoBaHUe TAMMUPOBAHHEM

- U poBaHUE 3aMEHON

+ mudpoBaHUe ¢ OTKPHITHIM KITIOUOM

22. Kakue Ha3bIBalOTCS MaTeMaTudeckue (pyHKINHU, JiexKallrue B OCHOBE aCCUMETPUYHOTO
mm@poBanus?

+ OJTHOCTOPOHHHE

- ACCUMETPUYHBIC

- OECKOHEYHbIE

23. DnexTpoHHas 1udposas noanuck (DLIT) npeacrasiser coboii:

- nudpoBoe n300pakeHue MOANUCH aBTOPa

+ MOCJIeI0BAaTENbHOCTh M3 HECKOJIBKUX CHMBOJIOB B AJIEKTPOHHOM JIOKYMEHTE

- TTOJTHBIN TEKCT B 3aIIM(POBAHHOM BHJIE, TOOABICHHBIN K (ailily C 3alIUIIAEMBIM TEKCTOM

24. Boibepu BepHOE MOHATHE 3IEKTPOHHOM 1udposoii noamucu (DLIT):

+ OIII — »to pexBuszutr DJIEKTPOHHOI'O noxymenTa, npeiHa3HauYeHHBIN 11
YIIOCTOBEPEHUS HCTOYHHKA JAHHBIX M 3allIUTHI JAHHOTO AJIEKTPOHHOTO IOKYMEHTA OT
I[MOJAEJIKU
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- OUIT — sT0 pexkBuzutr BYMAXHOI'O nokymeHnTa, npeHa3Hauye€HHbIN JJIs1 yI0CTOBEPEHUS
HWCTOYHHKA JJAHHBIX M 3aIIUTHI JAHHOTO JIEKTpOHHOTO JokyMeHTa oT [IOJIEJIKN

- OUIT — s10 pexkBuzut DJIEKTPOHHOI'O noxymenTa, npeHa3Ha4YeHHbIN 1715 YOCTOBEPEHUS
MCTOYHUKA JAHHBIX U 3alIUTHl JAHHOTO 3JIEKTPOHHOTO JIOKYMEHTA OT
HECAHKIIMOHNUPOBAHHOI'O UCITIOJIb3OBAHU A

25. [IpeobpazoBaHne BXOTHOTO MacCHuBa JAHHBIX TPOU3BOJIBHOMN JIJTMHBI B BBIXOJAHYIO OUTOBYIO
CTPOKY (PMKCUPOBAHHOH JUIMHBI, HAa3bIBACTCH ...

+ X3IMMpOBaHUEM

- OIII

- KOIUPOBaHUEM

26. DnexrponHas mudposas noamuck (DLII1) obecieunBaer:
+ yIOCTOBEPEHME UCTOYHNKA JTOKYMEHTA

+ 3aIIUTY OT U3MCHEHUH IOKYMEHTA

- 3aIIUTY OT HECAaHKIIMOHUPOBAHHOTO MCITOJIb30BAHHSI

+ HEBO3MOKHOCTh OTKa3a OT aBTOPCTBA

27. Ins coznanus DI ucnionb3yeres ...
+ 3aKPBITHIN KIHOY
- OTKPBITBIA KITFHOY

28. IIpu nposepke DI ucnonb3yercs ...
- 00a xiroya

- 3aKPBITHINA KJIIOY

+ OTKPBITBHIN KJIHOY

29. Kakwie u3 mepeuuciieHHbIX alrOPUTMOB MU(PPOBAHHS IPEAHA3HAYCHBI IS CO3/IaHHSI X eI~
byHKIMNA?

- DES

+ MD5

+ SHA

- AES

30. Kakue u3 nepedyricieHHBIX allTOPUTMOB MHU(DPOBAHUS UCTIONB3YIOTCS AJIs DIEKTPOHHOMN
uudposoit noamucu (DLIT)?

- DES

+ RSA

+ DSA

- AES

31. Kakwuie u3 mepeunciieHHbIX alrOPUTMOB OTHOCSTCS] K CHMMETPUYHBIM?
+ DES
- RSA
+ AES
- MD5

32. Kakwuie 3 mepeunciieHHbIX alrOPUTMOB OTHOCSTCS] K aCHMMETPHYHBIM?
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+ RSA
+ DSA
- AES

+ MD5

33. Kakoii U3 nepeyrciaeHHbIX AIFTOPUTMOB YacTO UCIIOIb3yeTcsl B IHTepHeTe /17151 BBIUMCIICHUS
KOHTPOJIBbHBIX CyMM?

- DES

+ MD5

- SHA

- AES

34. Kakoii U3 nmepedncaeHHbIX alTOPUTMOB YaCTO UCIIOIB3YETCS NS 3aIUThI HH()OpMALIUK B
OecripoBOIHBIX ceTsx Wi-Fi?

- MD5

- RSA

+ AES

35. Kakwue u3 nepeuncineHnsix anroputMoB mudposanus HE MOI'YT ucnons3oBatbes B
Poccuiickux rocyapcTBEHHBIX YUPEKIACHUAX?

-T'OCT P 34.10-2001

+ MD5

+ SHA

+ IDEA

+ AES

36. Kakwue u3 nmepeunciieHHbIX cpencTB mudpoBanus MoxHO otHecTH K ATITTAPATHBIM?
- OUII

+ mudposanpHas Mamuaa Enigma

- mporpamma 7-Zip

+ CKHTAJb

- AES128

37. CoBpeMeHHbIE cpeJICTBa KpUNTOrpaduuecKoi 3aiuThl HHPOPMALIUH MTOIPA3IENAI0TCS Ha
CIEIYIONMX JIBa BUJA ...

- anmnapaTHbIe

+ anmapaTtHO-IIpOrpaMMHBIC

+ nporpamMMHbIC

38. KakoBbI JOCTOMHCTBA aCCUMETPUYHBIX AJITOPUTMOB MIM(POBAHUs?
- KOPOTKHE KJIIOUU MIH(ppOBaHUS

+ BBICOKast KpUIITOCTOMKOCTD

+ oTcyTCTBHE TPOOIJIEMBI epeaaun Kito4ya BTOPO CTOpOHE

- BBICOKAsi CKOPOCTh IIU(PPOBAHUS

3. Tabmumia popM TECTOBBIX 3aaHUIN

Bcero T3 N3 Hux xonmuuectBo T3 B popme

3aKpPBITBIX OTKPBITBIX ‘ Ha ‘ Ha Mopsaa0K
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COOTBCTCTBHUEC

wt. % wt. % wt. % wt. %

100% 100 - - -

4. Tabauia OTBETOB K TECTOBBIM 3aJaHUAM
BepHbie 0TBETHI OTMEUEHBI 3HAKOM « + », HEBEPHBIC OTMEUYCHBI 3HAKOM « - ».

Kommiekt onenounbix 3amanuii Ned mo Paspeny 2. IIporpammMHO-TEXHHYECKHE CpeICTBa
obecrieyenuss nHpopMannoHHo# Oe3zomacHoctH, Teme 2.3. CpencTsa 3amuTsl OT BPEIOHOCHBIX
nporpamM (AyIUTOpHasi CaMOCTOATENIbHAs padoTa).

1. Cneuncdukanus banka TectoBbix 3amanuil mo Pasmeny 2. IIporpamMMHO-TEXHHUYECKHE
cpernctBa obOecniedeHus: mHpopmanmoHHo Oe3omacHoctd, Teme 2.3. CpencrBa 3aIiMThl OT
BPEIOHOCHBIX MPOTPAMM.

2. Conepxanvie baHKa TECTOBBIX 3aJaHHA

WucTpykuus: BeIOEpU MpaBUIbHBIN(€) OTBET(bI).

1. Kakum emie TepMUHOM 0003HAYAIOT BPEIOHOCHBIE TIPOrPaMMBbI?
- Virusware
- Freeware
+ Malware

2. YTO U3 MepeuncIeHHOT0 OTHOCUTCS K BPEIOHOCHBIM IpOrpaMMam?
+ Backdoor-ytunutsi

- Backup-ytuuTer

+ CereBble yepBU

+ TposiHCKHE IPOrpaMMBbl

3. Kakue u3 nepeyrcieHHbIX BPeJOHOCHBIX IPOTPaMM OTHOCATCS K BUpycam?
+ Virus.Win9x.CIH

+ Macro.Word97.Thus

- Net-Worm.Win32.Sasser

- Trojan-Spy.Win32.Small.b

4. KaKI/IC U3 IICPCUNUCIICHHBIX BPCJOHOCHLIX ITPOTrpaMM OTHOCATCS K CCTEBbIM ‘leprIM?
- Virus.Win9x.CIH

+ Net-Worm.Win32.Sasser

+ Email-Worm.Win32.Netsky.q

- Backdoor.Win32.Netbus.170

5. Kakue u3 MNEPCUUCIICHHBIX BPCIOHOCHBIX MMPOTPpaAMM OTHOCATCA K TPOSAHCKUM IIPOT paMMaM?
- Virus.Win9x.CIH

- Email-Worm.Win32.Netsky.q

+ Trojan-Spy.Win32.Small.b

+ Backdoor.Win32.Netbus.170

6. BriOepu BepHBIC BapUaHTHI OTBETOB:
+ BpEeIOHOCHBIE TPOTPaMMBI CIIOCOOHBI 3apa3uTh (aitnsl Ha flash-kapre npu e€ yrennn
- BPEJOHOCHBIE MPOTrpaMMbl CIOCOOHBI 3apa3UTh (Pailibl Ha ONTUYECKOM JUCKE MPYU €ro YTEHUH
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+ BpPEIOHOCHBIE TPOrPAMMBbI CIIOCOOHBI CTEPETh HH(OPMALIHUIO Ha )KECTKOM JHCKE

7. Kak Ha3pIBaeTCA MpOrpaMma, paclpoCTPAHSIOIIASACS MO CETEBBIM KaHaJlaM, CHOCOOHas K
aBTOHOMHOMY IIPEOJIOJICHUIO CUCTEM 3alllUThl, a TaKKe K CO3/JaHUI0 M JalbHellemy
pacipoCTpaHEHUIO CBOMX KOIUI?

- Bupyc

+ CeteBoil uepBb

- TpostHCKast mporpamma

8. Kak Ha3pIBaeTcs mporpamma, criocoOHasi co3/laBaThb CBOM KOIIMM U BHEAPSATHh MX B (hailibl,
CHCTEMHBIE 00JIaCTH KOMITBIOTEPA, a TAKXKE OCYIIECTBIATh HHBIE AECTPYKTHUBHBIE IEHCTBUA?

+ Bupyc

- CeTeBoli 4epBb

- TpostHCKas mporpamma

9. Kak Ha3piBaeTcsi mporpamMma, OTJIMYAIOIIAACS OTCYTCTBMEM MeEXaHHM3Ma  CO3/aHMs
COOCTBEHHBIX KOITMI M MPOHHUKAIOIIAS B KOMITBIOTEP O] BHJIOM MOJIE3HBIX ITPOrpamMmm?

- Bupyc

- CereBoii uepBb

+ TposiHckas mporpamma

10. Kakue BHIbI BPEJOHOCHBIX MPOrpaMM CO3al0T CBOU BUPYCHbIE KOMHMU B 3apa)KCHHOM
KOMITbIOTEpe?

+ Bupycel

+ CeteBble uepBU

- TpostHCKME IporpaMMbl

11. Ilo ciocoOy MOArOTOBKU CBOMX KOMHIA BUPYCHI OBIBAIOT:
- 3arpy3ouHsbie

+ Metamop¢HbIe

+ [Homumopdusbie

- Pesunenrtueie

12. Tlo crioco0y akTuBauy (00BEKTaM 3apa’keHHsI) BUPYChI ObIBAIOT:
+ 3arpy3ouHbie

+ Maxkpo

+ QaiuioBbIe

- [lonmumopdHbIe

- Peaunentueie

13. Tlo crioco0y 3apakeHus1 BUPYCHI OBIBAIOT:
- MeramopdHsbie

+ PesunenTHbIC

+ Hepesuznenrueie

- daiinoeie

14. Kaxkue tunsl ¢aiiioB cnocoOHBI 3apa3uTh (aillloBble BUPYCHI?
+ exe
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+dll
-avi
- doc

15. Kakwue Turbl aityioB CrtoCOOHBI 3apa3uTh MAaKPOBUPYCHI?
- EXe

+ xIs

+ doc

- txt

16. Kakwue tursl (aiiioB criocoOHBI 3apa3uTh CKPUIT-BUPYCHI?
- EXe

- doc

+vbs

+Js

17. Bupychbl, Kakoro Buia HOCTOSTHHO HAaXOJATCS B ONIEPAaTUBHOMN MaMsITH KOMIIbIOTEpa?
+ pe3nJieHTHbIE

- HEpE3UJICHTHbIE

18. Kakwue 13 nepeyncieHHbIX BUJIOB YepBeil ObIBAIOT?

+ P2P

- 3arpy3ouHsle

+ [louToBBIE

+ CereBble

- QailnoBbIe

19. Tlo BrIMONHIEMBIM (QYHKIHSIM TPOSHCKHE TPOTPAMMBI OBIBAIOT:
+ KnaBuatypHbl€ ILITHOHBI

+ Beimorarenu

+ Iloxururenu naposien

- MOHHTOpPHBIE IITTMOHBI

+ Moaudukaropsl HacTpoek Opay3epa

20. Kakue crocoObl MPOHUKHOBEHHS B KOMITBIOTEP UCIOJIb3YIOT TPOSIHCKHUE POrpaMMBbI?
+ Koonepanus

+ MackupoBka

- [Tonumopdpuzm

- CkaHUpOBaHKE NIOPTOB

21. Yto M3 MNEepevyMCICHHOTO MOXET SBIATHCA MPUUYMHAMHM TPOHUKHOBEHHMS BPEIOHOCHBIX
IIPOrpaMM B KOMITBIOTEP C YCTAaHOBJIEHHON aHTUBUPYCHOMN ITPOrpamMMoit?

+ AHTUBUPYC OTKJIIOUYEH

+ Bupyc e1ie He H3BECTEH aHTUBHPYCY

- Ucnonp3yercst GecriaTHbIN aHTUBUPYC

+ Ycrapesiiye aHTUBUPYCHBIE 0a3bl

22. Yrto u3 mepeuncineHHoro otHocutcs kK SIBHBIM npusnakam mpuCyTCTBHUS BPEIOHOCHBIX
IIPOrpaMM B KOMIbIOTEPE?
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+ BceruibiBaroniue cooOmieHus

+ H3menenue HacTpoek Opaysepa

- He3nakompble npoueccsl B NamMsTH

+ HecankiimonnpoBaHHbIi 103BOH B MIHTEpHET

23. Uto wm3 mepeuncinenHoro otHocurcs kK KOCBEHHBIM npusnakam MIPUCYTCTBUS
BPEJIOHOCHBIX IIPOTrPaMM B KOMITIbIOTEpE?

+ biiokupoBaHnue aHTuBUpYyCa

+ bi1oKMpOBaHNE aHTUBUPYCHBIX CAaUTOB

- I3menenue HacTpoek Opaysepa

- He3nakompble npoueccsl B NamMsTH

24. Yto u3 nepeuncinenHoro ornocutcss K CKPBITBIM npusnakam mpucyTCTBUS BPEAOHOCHBIX
IIPOrpaMM B KOMIIbIOTEPE?

- biiokupoBaHue aHTUBUPYCHBIX CATOB

+ He3HnakoMmble IpOLIECCHI B TAMSTH

+ HeoObluHas ceTeBasi akTUBHOCTD

- HecaHKIMOHMPOBaHHBIN J03BOH B MIHTEpHET

25. I'ne ciiegyeT ucKaTh NPOSIBICHUSI IPUCYTCTBUS BUPYCOB B cucTemMe?
+ nucrieTdep 3agaqd

- IIaHENb YIIPaBJICHU

+ CHUCTEMHBIN peecTp

+ aBTO3arpy3ka

26. YTo M3 NEpedyMCICHHOTO MOXET SBIATHCA MPUUYMHAMM IPOHUKHOBEHMS BPEJOHOCHBIX
MPOrpaMM B KOMIIBIOTEP C YCTAHOBJICHHON aHTUBUPYCHOM IpOrpaMmoii?

+ AHTUBUPYC OTKJIIOYEH I10JIb30BATENEM

+ HoBas BpeJOHOCHAsI MPOrpaMMa, el1e He U3BECTHASI aHTUBUPYCY

- Ucnonp3yercst GecriaTHbIN aHTUBHPYC

+ YcrapeBiire aHTUBUPYCHBIE 0a3bl

27. UtTo W3 TEpeYMCIIEHHOTO OTHOCHUTCS K OpraHW3allMOHHBIM METOJaM  3allUThl  OT
BPEIOHOCHBIX NTPOrpaMm?

+ He oTKpbIBaTh MOUYTOBBIE COOOIIEHUSI OT HE3HAKOMBIX OTIIpaBUTENEN

+ IIpoBepsTh Ha HaJIMuYUe BUPYCOB (hailibl, 3arpykaemble U3 ceTH MHTepHeT

- Ucnonb3oBath Opanamaysphl

- YcTaHaBaMBaTh OOHOBJICHUS ONEPALIMOHHOM CUCTEMBI

+ PerynsipHo 0OHOBISTh AHTUBUPYCHBIE Oa3bl

28. UTo M3 MepeyuciIeHHOTO OTHOCUTCS K TEXHHYECKHM METOJaM 3allWThl OT BPEIOHOCHBIX
nporpamm?

- He oTkpbIBaTh MOYTOBBIE COOOIIEHHS OT HE3HAKOMBIX OTIpaBUTENEH

+ Hcnonp3oBaTh OpaHaMaysphbl

- PerynsapHo 0OHOBJIATH aHTUBUPYCHBIE 0a3bl

+ YcraHaBnuBaTh OOHOBJICHUS MPUKIATHBIX TPOTPaMM

+ YcranaBnuBaTh OOHOBIIEHUS OTIEPAIIMIOHHON CUCTEMBI

+ HMcnonp3oBaTh aHTHCTIAM-(DUIBTPHI
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29. Kak Ha3bIBaeTcs KiIacc MpOrpamM, NpeAHa3HAYeHHBIH A OOphObI C BPEIOHOCHBIMH
porpaMmamu’?

- @aitepBoJLT

+ AHTUBHpYC

- AHTUBpEIOHOC

30. TexHonorus oOHapyK€HUsI BPEAOHOCHBIX IPOrpaMM, OCHOBaHHas Ha HaXO0XJIEHHH,
YHUKaJbHAs IOCIENOBAaTEIbHOCTH OaiiT, NPUCYTCTBYIOUIEH B JaHHOM BHpyce U HE
BCTpEYAOLIEHCs B IPYTruX MPOrpaMMax Ha3bIBaeTCs — ...

+ Cur"atypHbIM aHaJIU30M

- BeposATHOCTHBIM aHAIN30M

- OMYJISIMOHHBIM aHAIU30M

31. Kakue TeXHOJOTUU OTHOCATCS K TaK HA3bIBAEMOM MTPOAKTHBHOM 3aIuTe?
+ IloBeneHuyeckuii aHaiIus

- CurHatypHsblii aHaJIU3

+ [lecoynuiia

+ DBpPUCTHUYECKU aHAIIN3

32. TexHomorust OOHapyXEHHsS BpPEIOHOCHBIX MPOTpPaMM, OCHOBAHHAs Ha  BBISBICHHH
[I0JIO3PUTENIBHBIX 0OBEKTOB, HA3bIBACTCS — ...

- CUTHaTypHBIM aHAJIU30M

+ BeposITHOCTHBIM aHATIM30M

- OMYJISIIMOHHBIM aHAIU30M

33. UTo U3 mepeuucieHHOTO CIIOCOOCH MPOM3BECTH AHTUBUPYC C HAWICHHOW BPENOHOCHOMN
nporpammoii, ucnons3zys CUI'HATYPHBIE meronbl oOHapyxeHus?

- Boigats coobuieHre o Haiauure NoJ03pUTEIbLHOr0 00BEKTa

+ OtnpaButh ¢ailsl B KapaHTUH

+ [lonpITaThCsl BBUICYUTH (haiii

+ Y nanuth MHGUIMPOBaHHBIN (aiin

34. Yto U3 MepeyucieHHOro CIIOCOOEH MPOM3BECTH AHTUBUPYC C HaWJEHHOM BpEelOHOCHOM
nporpamMmoii, ucriosib3yss BEPOATHOCTHBIE metonbl o6HapykeHus?

+ Beigate cooOuieHne o Hauure MoA03pUTEIbHOT0 00bEeKTa

- OtnpaBuTh (ailsl B KapaHTUH

- [lonbITaThest BBUIEUUTD (haiii

- Y anute nHGUUIUPOBAaHHBIN (aiin

35. Kakoil BUJ aHTHBHPYCOB 3allOMHUHAET COCTOsSHUE (HAMIIOBOW CHCTEMBI, YTO JeNaeT B
JAJIbHENIIIEM BO3MOYKHBIM aHAJIN3 U3MEHEHUI?

+ PeBusop

- Cxanep

- Monurop

36. UTo BXOAWT B MUHUMAJTbHBIN HA00p BO3MOXKHOCTEH OOBIYHOTO aHTHBHpPYCa?
- bpanamaysp
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+ Monaynb 0OHOBIIEHUSI aHTUBUPYCHON 0a3bl
+ Monurop

+ Ckanep

- [IpoakTuBHas 3amuTa

37. Kakoii MOAynb aHTUBUPYCHOM IIpOrpaMMbl MpoBepsieT Bce (ailiel M IpPOLECCHI,
HaxoJAIIMECs B OIIEPaTUBHOM aMaTu?

- Moynb 0OHOBIJIEHUS! aHTUBUPYCHOM Oa3bl

+ Monurop

- Ckanep

- bpanamaysp

38. Kakoii Moaylp aHTHBHPYCHOH TpOrpaMMbl TPOBOJUT IMOJHYIO IpPOBEpKY (haitios
XpaHsAIUXCcs Ha BCeX HOCUTENSIX MH(popMaruu?

- AnTHXxakep

- Mounutop

+ Ckanep

- bpanamayap

39. Yem otnuyaercs o0JIauHbIil aHTUBUPYC OT OOBIYHOTO?

- He ymeer neunts 3apaskeHHbIe (ailiibl

+ He tpeOyeTcst 0OHOBISATH aHTUBUPYCHBIE 0a3bl

+ OYHKIMOHUPYET TOIBKO NPU HAJTMYUH MOAKIIIOYCHUs K ceTn VHTepHeT
+ AHTuBUpYCHas 06a3a HaxoauTcs B MIHTepHeTe

40. Yem otiuuaetcs antuBupycHas yruuta Dr.\Web Curelt ot oObruroro antusupyca?
- He ymeer neuunts 3apaskeHHbIe (ailiibl

+ He no3BossieT 0OHOBIIATh aHTUBUPYCHBIE 0a3bl

+ He tpeOyeT ycTaHOBKH

+ He KOH(IUKTYyeT ¢ JpyruMU aHTUBUpYCaMU

41. Kakue u3 nepeunciIeHHbIX aHTUBUPYCHBIX MPOrpaMM OecIulaTHbIE UM UMEIOT OecIuiaTHbIe
Bepcun?

+ Avira

- Panda

- Eset NOD32

+ Avast

- ArtuBupyc Kacnepckoro

42. Kakue u3 nepevuciieHHbIX aHTUBUPYCHBIX MPOTPaMM OTHOCSTCS K OT€4E€CTBEHHBIM?
- Avira

+ Dr.Web

- Eset NOD32

- Avast

+ AnTtuBupyc Kacnepckoro

43. Kakass W3 TNepevrclICHHBIX AHTUBHUPYCHBIX IPOTPAaMM PACIPOCTPAHSIETCS C OTKPBITHIM
HUCXOMIHBIM KOITOM?
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+ ClamAV

- Avira

- Windows Defender
- Avast

- HCT BCPHOI'0 OTBCTA

44. Kakas U3 N€peyrCIIEHHbIX aHTUBUPYCHBIX IIPOTrPAaMM BXOJIUT B COCTaB COBPEMEHHBIX BEPCHUIL
OC Windows?

- Windows ClamAV

- Windows Antivirus

+ Windows Defender

3. Tabnuna ¢hopM TECTOBBIX 3aTaHUN

Bcero T3 W3 Hux xomuuectso T3 B popme
3aKPBITHIX OTKPBITBIX Ha Ha TIOPSIIOK
COOTBETCTBUE
mt. % mt. % mt. % wt. %
100% 100 - - -

4, Tabauia OTBETOB K TECTOBBIM 3aJaHUSAIM
BepHblie 0TBETHI OTMEUEHBI 3HAKOM « + », HCBEPHBIC OTMEUYCHBI 3HAKOM « - ».

Kommiekt omenounbix 3aganuit NeS mo Pasmeny 2. [IporpamMMHO-TEXHHYECKHE CpEICTBa
obecrieyenns nHGopMannoHHOH OezomacHocTH, Teme 2.4. CpencTBa pe3epBHOTO KOIMUPOBAHHS
(AyaoutopHasi caMocTosiTeIbHast paboTa).

1. Cneumduranus banka TectoBbIX 3amanmii o Pasgemy 2. IIporpamMMHO-TeXHHYECKHE
cpenctBa obecrneueHuss uHbopManmoHHoN Oe3omacHoctu, Teme 2.4. CpencTBa pe3epBHOTO
KOIIMPOBAHUS.

2. Conepxanvie baHka TECTOBBIX 3aJaHUA
WHcTpykims: BeIOSpH NpaBUIIbHBIH(E) 0TBET(bI).

1. Kakuwm emie TepMUHOM 0003HAYAETCSl PE3EPBHOE KOMTHUPOBAHUE?
+ Backup
- Background
- Backdoor
- I’11 be back

2. llpm xakoMm BHJE PE3E€PBHOTO KOIMPOBAHHS CO3/AETCS MepBasi KOMUS TIOJHAs, BTOpas —
OTJIMYHE OT NIEPBOM, TPEThS CHOBA MOJIHAA U T.1.7

+ muddepenunanbHOM

- UHKPEMEHTAIbHOM

- UHTETpaJIbHOM

3. Ilpm xakoMm BHJE PE3EPBHOTO KOMMPOBAHHS CO3/AETCS MepBasi KOMUS TIOJHAs, BTOpas —
OTIIMYME OT NEPBOM, TPEThS — OTIINYME OT BTOPOM U T.1.7

- muddepeHnaIbHOM

+ MHKPEMEHTAIIbHOM

- UHTETPpaJIbHOM
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4, Kakoit Bupa pesepHoro komupoBanusi 3aHuMaer BOJIBIIIE Bcero mMecra Ha HOCHTENSIX
nHpopmanmu?

- muddepeHranbHbINA

+ MOJIHBII

- UTHKPEMEHTaJIbHBIN

5. Kakoii Bujx pesepBHOro Komuposanus campiii DKOHOMHBIM ¢ Toukm 3penus
3aHMMAaEeMOI0 MeCTa Ha HOCUTEISIX HHpopManuu?

- muddepeHranbHbINA

- TIOJIHBIN

+ MHKpEMEHTAJIbHBII

6. Kaxkoii Bun pezepsaoro konuposanus Tpedyer HAUBOJIBIIEE konn4yecTBO BpeMEeHU Ha
CO3/IaHHE PE3EPBHBIX KOMUN?

- muddepeHIranbHbIN

+ NOJHBIN

- HTHKPEMEHTAIbHBIN

7. Kaxkoii Bug pezepsaoro konupoanus Tpedyer HAUMEHBIIIEE konmuecTBo BpeMeHHU Ha
CO3/IaHHE PE3EPBHBIX KOUN?

- muddepeHIanbHbIN

- IIOJIHBIN

+ MHKpEMEHTAJIbHBII

8. Kak Ha3zwIBaeTCs BUJ PE3EpPBHOTO KOIMMPOBAHWS, IIPH KOTOPOM CO3JACTCS CBOCOOpA3HBIN
«CHUMOK» KECTKOT'O JINCKA M KOITUPYETCsI HA HOCUTENb CEKTOP 32 CEKTOPOM?

- KIIOHUPOBAHUE

- TIOJTHOE

+ co3nanue obpasza

9.  Yro u3 nepeuncinennoro HAMUMEHEE noaxomuT uist XpaHeHUsT pe3epPBHBIX KOTIHIiA?
- )K€CTKHU JUCK

+ ONTHYECKUU TUCK

- KacceTa cTpumepa

10. Yro u3 nepeuncnennoro HAMBOJIEE noaxonuT 1uis XpaHeHUs Pe3epBHBIX KOMHUA?
- )KECTKHU TUCK

- ONITUYECKUM TUCK

+ Kaccera cTpuMepa

11. Yro u3 nepeuncinennoro HAUBOJIEE noaxoauT st XpaHeHUs pe3epBHBIX KOTHIA?
- (hnemxa

+ 5KECTKHH TUCK

- ONITUYECKUM JUCK

12. Kakoii crioco0 pe3epBHOI0 KOIMTUPOBAHUS OCYIIECTBIISACTCS B PEXKIME PEATbHOTO BPEeMEHH?
- BUPTYaJIbHOE
- peanpHOE
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- XOJIOJHOE
+ ropsuee

13. Uro wneobOxomumo mpenmpuaumark s [IOBBIIEHUS HamexHOCTH pe3epBHOTO
KOIIMpOBaHUsA?

+ co3aBaTh MUHUMYM JIBE PE3EPBHBIC KOITUU

+ NEepPUOIUYECKH NMPOBEPSTH PE3EPBHBIE KON

- XpaHUTh BCE KOIUU B OJJHOM MECTE

- JIOBEPSATh PE3EPBHOEC KOMUPOBAHUE CAMHM IOJIH30BATEIISIM

14. Yo u3 nepeuncinenHoro HE OTHOCUTCS k cxemam poTanyi pe3epBHBIX KOMUN?
- OJTHOPa30BO€ KOIUPOBAHHE

- «Aen, OTel, CbIH»

+ «BaBunoHckas 6anHs»

+ MHKPEMEHTAILHOE KOIIMPOBAHHUE

15. Kakas U3 npeasioxkeHHbIX CXEM POTaluU pPe3epBHBIX KON camas rmpocras?
+ 0ZJHOPa30BOE KOMUPOBaHUE

- IpocTas poTauus

- «J1e]l, OTeL, ChIH»

16. Kakoii HaOOp s WHKPEMEHTAJIbLHOTO KOIHMPOBAHUS HA3BIBACTCS «CBIHOM» B CXEMeE
pOTAINU «Ie1, OTEIl, ChIH»?

+ €XKEJIHEBHOE

- @KCHEICIIEHOS

- eKeMeCsIUHoe

17. Kaxoii Tun RAID nononHUTENsHO COXpaHsieT KOHTPOJIbHbBIE CyMMbI HH(pOpMaIn?
-RAID 0

-RAID 1

+ RAID 5

- RAID 10

-JBOD

18. Kakoii tTun RAID mpenHasHadeH TONBKO JUIS TOBBIICHHS MPOU3BOIUTEIBHOCTH U HE
o01agaeT H30BITOYHOCTEHIO?

+ RAID O

-RAID 1

-RAID S5

-RAID 10

-JBOD

19. Kakoii tun RAID cocrouT u3 2-X AWCKOB W WH(pOPMAIUsS TOTHOCTBIO AyOJIMpyeTcs Ha
BTOPOM JIUCKE?

-RAID O

+RAID 1

-RAID 5

- RAID 10
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-JBOD

20. Kakoit tun RAID mnpeanasHayeH W s TMOBBILICHHUS HPOM3BOAUTENBHOCTH W IS
MOBBIIIEHUS] COXPAHHOCTHU JIaHHBIX?

-RAID O
-RAID 1
-RAID 5
+ RAID 10
-JBOD

3. Tabmuna popM TECTOBBIX 3adaHUN

Bcero T3 W3 Hux xomuuectso T3 B popme

3aKPBITHIX OTKPBITHIX Ha Ha TIOPSIIOK
COOTBETCTBUE
mt. % mt. % mt. % mt. %
100% 100 - - -

4, Tabauia OTBETOB K TECTOBBIM 3aJaHUSIM
BepHblie 0TBETHI OTMEUEHBI 3HAKOM « + », HEBEPHBIC OTMEUYCHBI 3HAKOM « - ».

Kommiekt ouenounsix 3amanuid Ne6 mno Pasgeny 3. HopmaTuBHO-paBOBBIE OCHOBBI
unpopmannonHor OezomacHoctu, Teme 3.1. IlpaBoBoe oOecrieuenre WHGOPMAITMOHHOMN
o6esonmacioctn u Teme 3.2. Cranpmaptel wuHbOpMANMOHHON Oe3omacHOCTH (AyIuUTOpHAS
CaMOCTOSATEIbHAS padoTa).

1. Cnemmdurarus banka tecroBeix 3amanuii mo Pasmemy 3. HopmarmBHO-IpaBOBBIC
OCHOBBI HH(pOpMAIIMOHHOI 6e30macHocTh, Teme 3.1. [IpaBoBoe obGecnieueHre HHPOPMAIIOHHOM
6e3onacaoctu U Teme 3.2. CrangapThl ”HPOPMALMOHHOM OE30MaCHOCTH.

2. Comgepxanrie baHka TeCTOBBIX 3aJaHHA

WHcTpykuus: BbIOEpU NpaBUIIbHBIN(€) OTBET(bI).

1. B kakux Poccuiickux 3aKOHOAATENBHBIX aKTaX PACCMATPUBAIOTCS BOIIPOCHI
UH(POPMALIMOHHOM Ge30macHOCTH?

- 3akoH «O 3amnuTe HHPOPMAITUN

- Undpopmannonsslii kogexc PO

+ YronoBHsI KOosiekC PO

+ 3akoH «O0 aBTOPCKOM IpaBe»

+ 3akoH «OO0 371eKTPOHHOI MOANCH

+ 3akoH «O0 nHpopmMaluu, HHPOPMAIIMOHHBIX TEXHOJIOTHUAX H O 3aLIUTe HHOOpMALIUN

2. Kakoii 3akononatensHbiii akt TAPAHTUPYET rpaxknannny [IPABO cB060OHO MCKaTh,
M0JIy4aTh, I€pe1aBaTh, MPOU3BOAUTH U PACIPOCTPAHATH UH(POPMAIUIO JIFOOBIM 3aKOHHBIM
crocobom?

- 3akoH «O 3amnuTe HHPOPMAITUNY

+ Koncrurynus PO

- YronoBHBIH Konekc PO

3. B xakux Poccuiickux 3aKOHOJATEIIBHBIX aKTaX PACCMAaTPUBAIOTCS BOITPOCHI
OTBETCTBEHHOCTMU B o6nactu nHopmMamonHoi 6e3o0nacHoCTH?
+ 3akon «O0 nHpopmaruu, THOOPMAITMOHHBIX TEXHOJOTHAX U O 3aIIUTE HHHOPMAITAN)
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- Koncturynus PO
+ VromoBHbIi Koxexkc PO

4. 3a kakue BUAbI MPECTYIJICHUH B 00JaCTH HH(GOPMAITMOHHON 0€3011aCHOCTH MPEIYyCMOTPEHBI
HAKA3AHMUA B Yronosuom koaekce PD?

+ HempaBOMEPHBII TOCTYI K KOMIBIOTEPHON HH(POPMALIUU

+ co3jaHue, UCIOJIb30BaHUE U PACTIPOCTPAHEHHUE BPEJOHOCHBIX IIPOrpaMMm

+ HapyuieHue npaBuil dKciuryatauuu OBM

- ACTOJI30BaHKUE KOHTPA()AKTHON TPOTYKITHH

5. 3axakue BHUJBI IpeCTyIUIEHUH B 001acTH HH(OPMAIIMOHHON 0€30IacHOCTH B YTOJIOBHOM
kozekce PO npenycmorpeno JIMIIEHME CBOBO/bI?

+ HeMpaBOMEPHBIN JOCTYI K KOMITBIOTEpHON MH(pOpMaLIUu

+ co3zlaHue, UCIOIb30BaHUE U PACIIPOCTPAHEHHUE BPEIOHOCHBIX IIPOrpaMM

+ HapylieHue mpaBui dKcIuTyatanun 9BM

- UCTOJIb30BaHUE KOHTPa(aKTHON MPOTYKIIUH

6. 3a kakoe mpecTyruieHHe B 00J1acTH HHPOPMAIIMOHHON 0€301MacHOCTH YTOIOBHBINA KOJEKC
P® npenycmarpuBaer CAMOE CYPOBOE HAKA3AHMUE, numienne cBo00/1bI Ha CPOK 10
cemu Jet?

- HapylIeHHE NMpaBuWiI dKcIutyaTaruu IBM

- HETIPaBOMEPHBIN JOCTYI K KOMITbIOTEPHOM HH(bOpMaLIUn

+ co3zaHue, UCIOIb30BaHUE U PACTIPOCTPAHEHHE BPEOHOCHBIX IIPOrpaMm

7. K xakomy KJIacCy OTHOCSITCSI CTaHJIaPThI, PErJIaMEHTUPYIOIINE PAa3ITHYHbIC aCTIEKTHI
peanu3aniy U UCIOJIb30BaHUS CPEJICTB U METOIOB 3aIUTHI?

- OLICHOYHBbIE

+ crierduKauu

8. K kakoMmy KjlacCy OTHOCSITCSI CTaHJIapThl, IPeAHAa3HaYCHHBIE JJIS1 OLCHKH U KJIacCU(PUKAIUU
MH(OPMALIMOHHBIX CUCTEM UM CPEJICTB 3aLUTHI IO TPpeOOBaHUSAM O€301MacHOCTH?

+ OLICHOYHEIE

- crienuuKanun

9. Kakoii u3 mepeuucieHHbIX cTaHaapToB PD, siBiisieTcss Hanbosiee MOJHBIM Ha JTAHHBIA MOMEHT
U Ha3bIBaeTcs Takxke «OO0Ime KpuTepun OLlleHKN 0€301acHOCTH MH(POPMALMOHHBIX
TEXHOJIOTUI»?

- 'OCT P 50922-96 3amura unpopmannu. OCHOBHbIE TEPMHUHBI M ONPEIEIICHHS.

- T'OCT P 51275-99 3amura unpopmanuu. OObeKT HHPOPMATH3AUH

+ T'OCT P UICO/M3K 15408 Metoabl u cpeacTBa obecrieueHus: 6e30macHOCTH

10. Kakue 13 nepeuynciaeHHbIX CTaHAapTOB ABIsIoTCA Poccuiickumu?
+ T'OCT P 50922-96

+ P 50.1.053-2005

+ T'OCT P UICO/M3K 15408

- BS 7799-1:2005

- «OpaHxeBasi KHUTa
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11. Kaxkas MexIyHapOoJHasi OpraHU3aIs 3aHUMAeTCsl pa3pabOTKON CTaHIapTOB
nHpopManmoHHOM 6e30macHOCTH?

-TOCT

- AES

+ 1SO

-BS

12. Ko sBnsercs paspadorunkom crangapta BS 7799-1:2005 «IIpakTuueckue nmpaBuia
yIpaBiieHUs] HH(PpOPMaIMOHHON 6€30aCHOCTHIO»?

- Poccus

- CLIA

+ BenmukoOpuranus

- MexxayHapoaHasi OpraHu3alysi o CTaHIapTU3aiH

13. Kro sBisercs pazpadorunkom crannapra ISO/IEC 17799:2005 — «MudopmanmoHHbIe
TexHosioru — TexHonoruu 6ezonacHoctu — [IpakTuyeckue npaBuia MEHEPKMEHTA
UH(POPMALIMOHHOHN 0€30MacHOCTH?

- Poccus

- BenukoOpuranus

+ MexnyHapogHasi OpraHM3alus 0 CTaHAapTU3aluU

14. Kak odunuanbHO Ha3bIBA€TCS CTAHIAPT, OOBIYHO YIIOMHHAEMBIH Kak «OpaHxkeBasi KHUray?
- Kputepun 6e3omacHocTi HH(GOPMAIIMOHHBIX CHCTEM

+ Kpurtepuu OLleHKU JOBEPEHHBIX KOMIIBIOTEPHBIX CUCTEM

- Kpurepuu orieHKu MHPOPMAIIMOHHBIX CUCTEM

15. Bribepu BepHbIE OTBETHI:

+ OpanxeBasi KHUT'a SBJISETCS IPapOAUTEIEM MHOTHX HALIMOHAJIBHBIX CTaHIapTOB
6e3onacuoctu C

+ OpanxeBas KHUTa OlleHUBacT creneHb 1osepus k MC B 3aBucuMocTH oT ucrnosb3yemoii B UC
MOJIETN YIIPABIIEHUS JOCTYIIOM

+ OpanrkeBas kHHUra pazpadorana B CIIA

- OpanskeBast KHUTa sBJsieTCsl bputaHckuM cTanzapToM

16. Kaxoii kiacc 0€30macHOCTH KOMITBIOTEPHBIX cUCTeM 10 «OpaHKeBOH KHHUTE» 00eCreunBaeT
HAUWBOJIBIIEE IOBEPHUE (ob6ecnieunBaet myurnyto 3amuiieHHOCTs MC)?

+ ypoBeHb A

- ypoBeHb B

- yposenb C

- yposenb D

- ypoBeHb E

17. Kakoii kiacc 6e30macHOCTH KOMITBIOTEPHBIX cUCTEM 10 «OpaHKeBON KHUTE» 00ecTieunBaeT
HAVMEHBIIN JIOBEPHE (06ecneunBaer XyaIyro 3amumerHocts MC)?

- ypoBeHb A

- ypoBeHb B

- yposens C

+ ypoBenb D
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- ypoBeHs E

18. Kak na3siBaetcs ypoBenb C cornacHo «OpaHKeBOH KHHUTE»?
- HEYJIOBJICTBOPUTEINIbHBIM YPOBEHBb 0€3011aCHOCTH

- IPUHYJUTENIBHOE YIIPABIECHUE IOCTYIIOM

+ IPOU3BOJILHOE YIPABJIEHUE JOCTYIIOM

19. Kaxk Ha3piBaeTcst ypoBeHb A coracHo «OpaH)XeBO KHUTE»?
+ Bepudunmpyemas 6€301macHOCTh

- HEY/IOBJIETBOPUTEIbHBIN yPOBEHb 0€3011aCHOCTH

- IPUHYAUTEIIBHOE YIPABICHUE TOCTYTIOM

20. Kaxk HassiBaetcst ypoBeHb D cornmacno «OpaHXeBoi KHHUTE»?
- Bepudunupyemas 6e30macHOCTb

+ HEeYI0BJIETBOPUTEIIbHBIN YPOBEHb OE30IIaCHOCTH

- IPOM3BOJIHOE YIIPABIIEHUE JJOCTYIIOM

3. Tabmunia popM TECTOBBIX 3aaHUN

Bcero T3 W3 Hux xomuuectso T3 B popme
3aKPBITHIX OTKPBITBIX Ha Ha TIOPSIIOK
COOTBETCTBUE
mt. % mt. % mt. % mt. %
100% 100 - - -

4, Tabauia OTBETOB K TECTOBBIM 3aJaHUSIM
BepHblie 0TBETHI OTMEUEHBI 3HAKOM « + », HEBEPHBIC OTMEUYCHBI 3HAKOM « - ».

Kommiekt omenounbix 3amanuii Ne7 mo Pasmeny 4. OpraHu3aliuOHHO-TEXHUYECKHUE U
peXUMHBIE METOAbl obecrieueHus: nHpopMamoHHon Oe3omacHoctH, Tema 4.1. Ilpouenypubiit
ypoBeHb uHpopManMOHHON Oe3zomacHocth M Tema 4.2. AJMUHUCTPATUBHBIM YpOBEHb
nH(popMaMoOHHOM Oe30macHOCTH (AyIUTOpHAsT caMOCTOATENbHAs paboTa).

1. Cneundukanus banka TectoBbIx 3a1anuii o Pasaeny 3. OpraHu3alMOHHO-TEXHUYECKHE
U peKUMHBIE METO/IbI 0OecrieueHus] HHPpopMamoHHOo# Oe3onacHocTH, Teme 3.1.
AJIMUHUCTpPATHBHBIN ypoBeHb HH(pOpMaMOHHOM Ge3omacHocTH U Teme 3.2. [IponenypHsbiit
ypOBeHb HH(OPMAITMOHHON O€30MaCHOCTH.

2. Conepxanvie baHka TeCTOBBIX 3aaHHIA

WHcTpykuus: BeIOEpH NpaBUIIbHBIN(€) OTBET(bI).

1. K ypoBHiO obecrieueHuss HHPOPMALMOHHOM OE30MACHOCTH MPEANPUATHS OTHOCHUTCS
[TonuTuka nHGOpPMAIMOHHOH Ge30macHOCTH?

+ aMUHUCTPATUBHBIN

- IPOrPaMMHO-TEXHUYECKU I

- HOPMAaTHBHO-TIPAaBOBOM

2. YTOo W3 MepeyucIeHHOTO MOXHO cuHTaTh d(pdektuBHON [lonuTnkoil WHPOPMAMOHHOM
0€30MaCHOCTH MPEeIPUATH?

+ COBOKYITHOCTh HOPMATHBHBIX JOKYMEHTOB, MHCTPYKIIUH, PETIAaMEHTOB, MPOLIEAYDP | T.II. B

obactu nH()OPMALIMOHHON 6E30MaCHOCTH




63

- KOMILJIEKT MHCTPYKIIUH JUTsl TOJIb30BaTeNneit
- MaKeT JJOKyMEHTOB Ha TeMy HH(OPMallMOHHON OEe30MaCHOCTH

3. Kakum cmocobom myume co3naBath dddexTuBHyro [lomutuky wHGOpMaIMOHHON
6e3omnacHocTu?

+ pa3paboTaTh CaMOCTOSITENILHO

- B35Th TOTOBYIO B ceTu IHTepHET

- UCNOJIb30BaTh cooTBeTCTBYIOMMI ['OCT

4. Kaxk naszwiBaercs paznen Ilonutuku uHQOpMAMOHHOW 0€30MAaCHOCTH, MOATBEPKAAIOIINN
3aMHTEPECOBAHHOCTH BBICIIETO PYKOBOJCTBA OpraHU3alliU MpodieMaMu WH()OPMAIIMOHHON
6e3omacHOCTH?

+ BBOJHBIN pa3jaen

- pa3zen yrnpaBieHUs

- FOPUNYECKUH pa3zen

- pazaen Gpu3n4ecKom 3aIuThI

5. Kax naszwiBaercs paznen Ilonmutuku wmHbOpManmoHHON O0€30MaCHOCTH, OMHCHIBAIOIIUI
MOAXO/ K YIPABICHUIO KOMIBIOTEPAMU U CETAMH Mepeavyu TaHHbBIX ?

- BBOJAHBIN pazien

+ paszen ynpasJICHUS

- FOPUAMYECKUI pa3ien

- paznen GU3NIeCKOM 3aIIHUThI

6. Kaxk naswpBaercs paszgen [lomuTuky nHGOPMAMOHHON 0€30MacHOCTH, MOATBEPIKIAOIINN
COOTBETCTBUE MMOJUTUKU HH(OPMAIIMOHHOM 0€301aCHOCTH TEKYIEMY 3aKOHOIaTEeIbCTBY?

- BBOJIHBIW pa3Jien

- pa3zen ynpaBiIcHUs

+ FOPUANYECKUI pa3aen

- pa3zen pusnyeckon 3aIuThI

7. B xaxom paznene [Tonutuku nHGOpMaIMOHHON OE30MTACHOCTH MOTYT ObITh ONMTUCAHBI THUIIBI
MOMEINICHUI OpraHu3allui U HEOOXOAUMBIE ISl HUX Mephl Oe30macHoCTUH?

- BBOJIHBIN pa3zen

- paszen ynpaBiIeHUs

- FOPUAMYECKUI pa3ien

+ paznen Gu3nUecKon 3aIuThI

8. Uro 3 mepevrcIeHHOr0 OTHOCUTCS K TIPUHITUIIAM YIIPABIICHUS TIEPCOHATIOM?
+ MUHUMU3AIUS TPUBUIICTHIA

+ pazneneHue o0sS3aHHOCTEH

- pa3eneHre IpUBUIIETHIA

- MaKCUMU3aIUs 00sI3aHHOCTEN

9. Belgenenue Moab30BATEIIIM TOJBKO TEX MPaB JOCTYIA, KOTOPhIEe HEOOXOAMMBI UM JIJIS
BBITIOJTHEHUS CITY)KEOHBIX 0053aHHOCTEH, HA3bIBACTCS — ...

+ MUHUMM3ALMUEN TPUBUIIETUN

- pazaenenrueM o0s3aHHOCTEH
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- MUHAMM3ALMEN 00s13aHHOCTEH
- pazzeneHueM MPUBUIICTHI

10. Pacnpenenenue pojeil 1 OTBETCTBEHHOCTH, TaK YTOOBI OJIMH YEJIOBEK HE MOI HAPYIIMTh
KPUTUYECKH BXKHBIN JUIsI OPraHU3aLMU MTPOLIECC, HA3bIBACTCS — ...

- MUHUMU3AIUEN TTPUBUIIECTHI

+ pazzeneHueM 00s3aHHOCTEH

- MUHAMM3ALMEN 00s13aHHOCTEN

- pa3zeneHrueM IIPUBUIETUI

11. B xakux ciiy4asx HeoOXOAMMO JTHKBUIUPOBATH IMpaBa JIOCTYIIA MOJIh30BATENS?
+ IIpU YBOJILHEHUH COTPYTHHKA

- IIpX HAaXOXKIECHUH COTPYIHUKA B OTITYCKE

+ IpU CMEHE JTOJDKHOCTU COTPYTHHUKOM

- I[IpH IMOJIYYCHHHU BbITOBOpa COTPYAHHUKOM

12. B xakoii MOMEHT HaYMHACTCS YIIPABICHUE ITePCOHATIOM?
- IpH TOI00PE KaHAUIATOB Ha HOBYIO JIOJDKHOCTh

+ IIpH COCTABJICHUH OIIMCAaHUA HOBOU JOJIDKHOCTHU

- IpH [IpUEMe Ha pabOTy HOBOTO COTPY/IHUKA

- C IepBOTO PabOYero JHS HOBOTO COTPYIHHUKA

13. [Ilpy yBONBHEHWU COTPYAHUKA C TOYKU 3peHHS WH(GOPMAIIMOHHONW OE30MMacHOCTH,
HEOO0XOIUMO:

+ IIPUHATE BCE ITApOJIH

+ IpUHATH 000pyI0BaHKE

+ JINKBUAMPOBATH MPaBa JIOCTYIA YBOJICHHOTO

- (hopMaTHUpOBaTh BCE YCTPOMCTBA XpaHEHUSI HHPOPMAIINH, KOTOPBIMU MOJIE30BAJICS COTPYTHUK

14. B kakoM MecTe OpraHM3alll{ JOJDKHA HaXOJIUThCS CEpBEpPHas KOMHATa C TOYKH 3PEHUS
nH(pOpMaLMOHHON Oe30macHoCTH?

+ B/IaJIM OT OCHOBHOI'O TIOTOKA MOCETUTENEH

- TOYHO B FCOFpaq)I/ILIeCKOM LOCHTPC OpraHusalin

- OJInKe K IJIaBHOMY BXOJIy B 3/1aHHE

- Onmke K KaOMHETY PYKOBOIUTEINSI OpraHU3aluu

15. Kak Heo06XxoauMoO 00O03HAUMTh CEPBEPHYIO KOMHATy Ha pa3JIMYHBIX YyKa3aTelsix |
HACTEHHBIX KapTaxX B OpraHU3alMy ¢ TOUYKU 3peHHs HHPOPMALIMOHHOM Ge30macHoCTH?

+ 0003Ha4YaTh HE CTOUT

- cepBEpHas KOMHaTa

- UH(OPMALIMOHHBINA LEHTP

16. Yro ®3 TNepeYHMCICHHOT0 MOXHO HCIOJb30BaTh B KAYeCTBE OJJICKTPOHHBIX CHCTEM
OOHapYKEHHUSI 3TI0yMBIIILIEHHUKOB?

+ OXpaHHYIO CUTHAJIU3ALIUIO

- KOJOBBIE 3aMKH

+ KaMmepbl BUACOHAOIIOICHUS

- MEKCETEBBIE HKPaHbI
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17. Kakoii THI 3aMKa MOKET TIO3BOJISATh YCTAHABIMBATH PA3IUIHBIC KOMOWHAITUY JIJIST KQXKIOTO
M0JIH30BATENS M BECTH KypPHaJI COOBITUM PErUCTPALIMK MOJIb30BaTEICH?

+ BJIEKTPOHHBIA KOJIOBBIN

- MEXaHHYECKUM KOJIOBBIM

- 1F000¥ KOIOBBIN

18. Kakue Tunsl JaTYNKOB UCTIOIB3YIOTCS 711 PU3NYECKON 3alIUThl CEPBEPHON KOMHATHI?
+ mo)XapHbIC

+ OXpaHHbIC

+ IPOTEUKHU BOJBI

- 00pbIBa KaOeIIs MUTaHUS

19. Kakwue ObIBAIOT THITBI MOYKAPHBIX JATYUKOB?
+ JIBIMOBEIC

+ TEIJIOBEIC

- KOHTAKTHBIE

- EMKOCTHBIC

20. Yro u3 mepevurcIeHHOr0 OTHOCUTCS K OXPAaHHOM cUTHATU3auu?
+ €eMKOCTHBIC JaTYUKHU

+ MaT4YMKU JBUKCHUS

+ uH}pakpacHbie (JTa3epHBIC) TATIYNKU

+ BUOpallMOHHbBIE TaTYUKH

- ILIMOBBIC JaTUYUKH

21. YTO M3 MEepeynCIEHHOT0 OTHOCUTCS K MOKapHOH CUTHAIN3AIIH?
- EMKOCTHBIE JaTYNKU

+ TEIJIOBBIC JAaTYUKU

- TATYUKH NIPOTEUYKH

- BUOpalOHHBIE JaTYUKU

+ IBIMOBBIE TaTYUKH

22. Yto U3 nepeurucIeHHOr0 OTHOCUTCS K CPEJCTBaM 3allUThl KaOeTbHONH CUCTEMBI CeTH?
- OXpaHHBIC JATIYAKHU

+ Kabeb-KaHabI

+ repMEeTHYHBIC TTOJIMITHIICHOBBIC PyKaBa

- Kamepbl HAOMIOCHUS

23. Kakywo cucrteMy MOXApOTYIIEHHUsI TMPEANOYTUTENIbHEE UCIONb30BaTh B CEPBEPHBIX
KOMHaTax?

- ICHHYIO

+ ra3oByIO

- IOPOLIKOBYIO

24. Kaxkoil BapuaHT HacTpouku 3ammThl B BIOS mocratodeH ans 3amuThl KOMOBIOTEpA OT
HECAaHKIIMOHUPOBAHHOTO JOCTYTIa?
- mapouib Ha BxoJ1 B BIOS
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- IapoJIb Ha BXOJl B CUCTEMY
+ 00a maposs

25. Yro npencrasiser codoit komHara M T-6e3omacHoctu?

+ MOJyNbHAS KOHCTPYKITUS THIIA IOMEIICHNE B TIOMEIICHUN

- KabuHeT o0ydeHusI THPOPMAIIMOHHON O€30MacCHOCTH

- IOMEIICHUE, B KOTOPOM 00ecIieueHa 3aiuTa OT MPOCTYIIIMBAHUS

3. Tabmuna popM TECTOBBIX 3aaHUN

Bcero T3 W3 Hux xomuuectso T3 B popme
3aKPBITHIX OTKPBITHIX Ha Ha TIOPSIIOK
COOTBETCTBUE
mt. % mt. % mt. % wt. %
100% 100 - - -

4, Tabauia OTBETOB K TECTOBBIM 3aJaHUSIM
BepHblie 0TBETHI OTMEUEHBI 3HAKOM « + », HCBEPHBIC OTMEUYCHBI 3HAKOM « - ».

Kommekr onenounsix 3amanuit Ne§ mo Pasmeny 5. KowmrmuiekcHoe obGecnieueHue
nHpopMannoHHoW Oe3omacHocTr, Teme 5.1. 3amwura wHPOpPMAMU B TEPCOHATBHBIX
koMmmploTepax u Teme 5.2. 3amurta uHbOpMAMU B KOMIIBIOTEPHBIX ceTsX (AyauTopHas
caMoCTosITeNIbHas paboTa).

1. Cnenudukanus banka tectoBbix 3amanuil o Pazmeny 5. KommiekcHoe obecrieueHue
nHpopMmanuoHHo Oe3omacHocTH, Teme 5.1. 3amwmra wHPOpPMAMU B TEPCOHATBHBIX
koMmIbroTepax u Teme 5.2. 3amura nundopmanuy B KOMIBIOTEPHBIX CETAX.

2. Conmepxanne baHka TECTOBBIX 3aJlaHUM
WucTpykuus: BeIOepU MpaBUIbHBIN(€) OTBET(bI).

1. Kakoe 13 nepeurciaeHHbIX CPEACTB MIpeIHA3HAYCHO IS MPEJOTBPAIICHUS Kpaku HOYyTOYyKa
B OOIIIECTBEHHBIX MeCTax?

- JlaTumk OBHOKEHHS

- CkaHep OTIEeYaTKOB MaJIbIIECB

+ 3amok KeHcuHrTOHa

2. Kakoil Tun yuetHol 3anucu Hanbosee 6e30maceH /11l MOBCETHEBHOM paboTHI 3a
KOMITBIOTEPOM?

- AIMMHHCTpaTOpa KOMIIbIOTepa

- ['octp

+ OrpaHuyeHHas yueTHasl 3aruch

3. Kakwue u3 nepedncieHHbIX yCTpoicTs MoryT conepxkars BCTPOEHHBIN ckaunep
OTIEYATKOB NaJIbIEB?

+ HoyTtOyk

+ USB-¢nemka

+ BHELIHUI )KECTKUHN JUCK

+ Cmapdon

- Monutop
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4. Kaxkue u3 nepevncacHHBIX CPEICTB MPEIHA3HAYCHBI JIJIS 3AIHUTHI OT
HECaHKIIMOHHUPOBAHHOTO JOCTyMa?

- 3amok Kencunrrona

+ Mobile Rack

+ CkaHep OTIIEYaTKOB MaJIbIIEB

+ XpaHuTenb 9KpaHa (IKpaHHas 3aCTaBKa)

5. Kakue cpencTBa KOMIbIOTEpPA MMO3BOJIIOT YCTAHOBUTH ITAPOJIh HA BXOJ?
- CkaHep OTIEYaTKOB MaJIbLIEB

+ Ytunura BIOS Setup

+ YyeTHas 3a1UCh MOJIH30BATEIS

+ Xpanurenb dKpaHa (IKpaHHAsI 3aCTaBKA)

6. VYmakoBka nepenaBaeMoi MOPIMH JaHHBIX, BMECTE CO CIIY>KEOHBIMH IMOJISIMH, B HOBBII
«KOHBEPT», HA3BIBACTCS — ...

- DKpaHUpOBaHUE

+ TyHHenupoBaHue

- ApxuBarus

7. TexHOIOTHS, MO3BOJIAIONIAS OOECIICUNUTh OJJHO MJIM HECKOJIBKO CETEBBIX COCIMHEHUN
(JIOTMYECKYIO CEeTh) MOBEPX JAPYroi CETH, HA3bIBACTCS — ...

- DKpaHUpOBaHUE

- TynnenupoBanue

+ BupryasbHas yacTHas ceTh

8. Kakoii ab0peBuatypoit 0603Hayaercs noHsTHe «BUpTyanbHas yacTHas CeTb»?
- NAS
- WPA
+ VPN

9. KoMIBIOTEpHBIH TECT, HCIIOIB3YEMBIH ISt ONIPEIeIIEHUS, KEM SIBIISIETCS TTOJIB30BATENb
CUCTEMBI: YEJIOBEKOM MIIM KOMIIBIOTEPOM, Ha3bIBACTCS — ...

- bannep

- Kpamr-tect

+ Karua

10. Kakue MeTo/ bl OTpaHUYEHUS TOCTYIIA IPUMEHSFOTCS B OECIIPOBOIHBIX CETSX?
- Ckpertslii IP-agpec

+ CxpoiThiit SSID

+ @unsrpanus MAC-aagpecos

11. Kakue MeTo/ bl ayTeHTU(UKALUU IPUMEHSIOTCS B OECTIPOBOIHBIX CETAX?
+ WPA ayrenTudukanus

+ OTtkpbITad

+ ITo MAC-anpecy

- buomerpuueckas

12. Kakue MeTo/p! mn(ppOBaHUS IPUMEHSIOTCS B OECTIPOBOIHBIX CETAX?
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+ WPA
+ WEP
- MAC
- VPN

13. Kakoii meTo mudpoBaHus MpUMeHsIeMbli B 0eCITPOBOAHBIX CETAX HAUMEHEE KPUIITOCTOCK?
- WPA
+ WEP
- TKIP

14. Wi-Fi-poyrep noanepxxuBaet mero sl mudposanus WEP, WPA u WPA2, a noyroyk WEP
u WPA, ynactcst 11 ucnionib3oBath WPA2 muist ux coemuHeHus?

- [la, Tak KaK JI0OCTaTOYHO YTOOBI pOyTEp MOAJEPKNUBAI IaHHBII METO]

+ Het, Heo6xoa1Mo YTOOBI Bce yCTpOICTBA OIEPKUBAIM JAHHBIH METO

15. Kakoii anroputm mudposanus npumensercs npu WPA2-mudpoBanun B 6€CIpOBOIHBIX
cersx?

-RC-4

+ AES

-I'OCT 28147-89

16. Kakoii THII KOMITBIOTEPHBIX ceTel o0ecreunBaeT Y4yl 3alIUIeHHOCTh?
- becipoBoiHbIE
+ [IpoBoHbBIE

17. Yro 13 nepeurcieHHOro MOKET Ha3bIBaThCS MEKCETEBBIM IKpPaHOM?

+ anmapaTHOE CPeJCTBO, OCYIIECTBISAIONIEE KOHTPOJIb U (PUIBTPALIMIO TPOXOISAIINX Yepe3 HETO
CETEBBIX MMAKETOB B COOTBETCTBUU C 33/IaHHBIMH MPaBUIAMH

+ IporpaMMHOE CPEJICTBO, OCYIIECTBIISIONIEE KOHTPOJIb U (PUIBTPALIUIO IPOXOISAIINX Yepe3
HETr0 CETEBBIX NAKETOB B COOTBETCTBUHU C 3a/IaHHBIMU [TPaBUIIAMU

- ciy*0a B KOMIBIOTEPHBIX CETAX, TO3BOJISIIONIAs KJIMEHTaM BBIMOJIHATH KOCBEHHBIE 3alIPOCHI K
JIPYTUM CETEBBIM CIYKOam

18. YTo 13 mepeunciaeHHoro SBIseTCss CHHOHIMOM TEPMUHA «MEKCETEBOM dKpaH»?
+ OpaHaMaysp

+ Firewall

- POKCH

- aHTUBUPYC

19. KakoBa ocHOBHas 3aJjaua MEKCETEBbIX IKPAHOB?

- obecrieyeHue JocTymna ¢ KOMIbIOTEPOB JIOKalIbHOM cetu B IHTepHET

+ 3aIMTa KOMIIBIOTEPHBIX CETEN WIHM OTACIIBHBIX Y3JI0B OT HECAHKIIMOHUPOBAHHOIO IOCTYIIA
- aHOHMMMU3aIMA JOCTYIIa K Pa3IMYHBIM pecypcaM

20. Kakue cymecTByIOT BH/IbI CETEBBIX IKPAHOB B 3aBUCIMOCTH OT OXBaTa KOHTPOJIMPYEMBIX
MOTOKOB JaHHBIX?

+ MexxceTeBble (TPagUIIMOHHbIE)

+ NIEpCOHAILHBIC
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- JIOKAJIbHBIC

21. KakuMu 13 NepeYrcICHHBIX BO3MOKHOCTEH 00JIaatl0T MEKCETEBbIE SKPAHbI?
+ QuibpTpanus rocryna

+ KOHTpPOJIb JOCTYyNa

+ YBEJIOMJIEHHUE O MOA03PUTEIBHOM 1EATENbHOCTH

- oOHapy’KeHUE BPEIOHOCHBIX MTPOTPaMM

22. Kakue orpaHM4eHHs MOTYT BOSHUKHYTb ITPH UCIIOJIb30BAaHUH MEKCETEBBIX SKPaHOB?
+ OJIOKMPOBAaHUE HEKOTOPBIX CETEBBIX CIIYXO

+ CHM)KEHHE TIPOITYCKHOM CIIOCOOHOCTH

- HEBO3MOXHOCTb BbIX0/a B ceTh MIHTEpHET

- HEBO3MOXXHOCTh UCIOJIB30BAHUS CMEHHBIX HOCHTENEH NH(popManuu

23. Kakue pexxuMbl pabOThI HCITOJIB3YIOTCS B IEPCOHAIBHBIX OpaHaMay3pax?
+ UHTEepaKTUBHBIN (00yueHUs)

+ YEepHBII CIIMCOK

+ Oenblii CIIHCOK

- CEKPETHBIN CITHCOK

24. Kak Ha3bpIBaeTCs CIIy)k0a B KOMIIBIOTEPHBIX CETSX, TIO3BOJISAIONIAS KJIMCHTAM BBIIIOTHSITh
KOCBEHHBIE 3aMPOCHI K IPYTUM CETEBBIM CITyk0am?

- Firewall

+ OPOKCU-CEPBEP

- OpanaMay’p

25. KakoBbI OCHOBHBIE (DYHKITH ITPOKCH-CEPBEPOB?

+ obecriedyeHue 10cTyna ¢ KOMIbIOTEPOB JIOKAJIbHOU ceTu B MIHTepHeT

+ 3aIMUTa JOKATHHOW CETH OT BHEIIHETO J0CTYIA

+ aHOHMMM3alUs JOCTYIA K pa3InYHbIM pecypcam

- (MIIBTpaNys CETEBBIX MTAKETOB B COOTBETCTBUU C 3aJJAHHBIMH ITPABUIIAMH

3. Tabimmia hopM TECTOBBIX 3aTaHUN

Bcero T3 N3 Hux xonuuectBo T3 B popme
3aKPBITHIX OTKPBITBIX Ha Ha MOPSI0K
COOTBETCTBHUE
mt. % mt. % mt. % mt. %
100% 100 - - -

4, Ta6n1z1ua OTBCTOB K TCCTOBBIM 3aJaHHUAM
BepHLIC OTBETHI OTMEYECHEI 3HAKOM « + », HCEBCPHBIC OTMCUYCHBI 3HAKOM « - ».

4.2. 3apanus A1 MPOMEKYTOYHOIM aTTecTaluu
IIEPEYEHD
BOITPOCOB TSI TIOJITOTOBKH K AK3aMEHY 10 yUeOHOUW TUCIIUTIIINHE
«OI1.05 OcHoBbI HH(DOPMALIMOHHON 06€30MTaCHOCTH»
Ju1st oOydaromuxcst 1mo crenuansaocta 09.02.11
Pa3paboTka u ympasieHue mporpaMMHBIM 00eCTICYeHHEM
1. OcHoBHBIE TPUHIHNBI WHPOPMAIMOHHOW O€30MaCHOCTU: IEIOCTHOCTh, TOCTYITHOCTb,
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KOH(UICHIUATEHOCTb.

[lonsiTre ysI3BUMOCTH, yrpo3bl, HCTOYHHKA YIpO3bl MH(OPMALMOHHON 0€30MacHOCTH, UX
KIaccu(uKauu.

[IpuHIMIIBI yIIpaBIIeHUS JOCTYIIOM.

JIMCKpELIMOHHOE YIIPABIEHUE JOCTYIIOM.

ManpaatHoe U poJIeBO€ yIpaBiICHUE JOCTYIIOM.

Wnentudukamys u ayTeHTHPUKALU.

XKypuanupoBaHue u ayaurT.

Kpunronorus. Kpunrorpadus. Kpunroanamms.

Knaccudukanus meto10B mudpoBaHusl.

Otansl pa3BUTHS KPUITOrPAPHH.

CuMMeTpHUYHbIE KPUIITOCHUCTEMBI.

AcHMMETpUUYHBIE KPUIITOCUCTEMBI.

OMIT.

Anroputmsl mmdpoBanus. Peanuszanus anroputMoB mmppoBaHus.

Knaccudukanusa BpenoHocHbIX nporpamm. Ilytu pacnpoctpanenusi. Bpen, HaHocUMBbIi
BPEOHOCHBIMH MPOTpaMMaMH.

[Tpu3naku 3apakeHus BPEIOHOCHBIMH IMPOTrPaMMaMH.

MeTo/1b1 321U Thl OT BPEAOHOCHBIX ITPOrPaMM.

AHTUBUPYCHBIE IPOTPAMMBI.

Cucrembl xpanenus gaHHblX. RAID-MaccuBbl, cereBble XpaHWIWINA, JICHTOYHBIC
OUOIMOTEKH U T.1II.

PesepBHoe komupoBanue MH(popManuu. MeToabl U CpeicTBa PE3epPBHOIO KOMHPOBAHUS.
CxeMbl poTalui HOCUTENeH Pe3epBHBIX KOIUH.

Poccwuiickoe 3akoHOIaTEIHCTBO B 001aCTH HH(DOPMAITMOHHON OE30MTaCHOCTH.
OTBETCTBEHHOCTH 32 HapyIlIEHUE 3aKOHOIATENIbCTBA B MH(GOPMAIIMOHHOH cdepe.
MexnayHapoansie cTaHAapThl HHGOpMAIMOHHON Oe3omacHocTH. «OpaHkeBasi KHUTay.
ISO/IEC 15408 «OOmme KpuTepuHM OLEHKM O€30MacHOCTH  MH()OPMAIMOHHBIX
TEXHOJIOTHII».

OTteuecTBEHHBIE CTAaHAAPTH MHYOPMAITMOHHON 0€3011acHOCTH.

VYrpasneHue nepcoHaiom.

dusnueckas 3amuTa 00beKTOB HHPOPMATU3ALIUH.

[Mognepxanue padorocnocodHocTH. PearnpoBanue Ha HapylieHUE pekUMa 0€30MMaCHOCTH.
[TnanupoBaHKe BOCCTAHOBUTENIBHBIX paboT.

[TonsiTe NOMUTUKKM MHPOPMAIIMOHHOM 0€30MacHOCTH OpraHu3anuu. DPQPEKTUBHbIE U
Hend(HEeKTUBHBIE TOTUTHKH.

3amuTa MHQOpPMAIMK B IEPCOHAIBHBIX KOMIIBIOTEPAX.

VYTpo3bl HH(OPMAIIMOHHOM 0€30MaCHOCTH B KOMIIBIOTEPHBIX CETSIX.

3ammTa UHPOPMAIIUUA B KOMITBIOTEPHBIX CETSX.

Me:xceTeBble dKpaHbl U IPOKCHU-CEPBEPHI.



